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QUESTION PRESENTED

The Arms Export Control Act, 22 U.S.C. § 2778,
makes it a crime for a person to violate any of
its myriad implementing regulations "willfully." The
regulations themselves are highly complex and sub-
ject to different good-faith interpretations, even
among the government experts who testified in the
defendant’s criminal trial. Nonetheless, the Sixth
Circuit--taking sides in a deep and mature conflict
among the federal courts of appeals--held that the
Government need only prove that an individual knew
of the general unlawfulness of his actions as opposed
to any more specific awareness of this complex regu-
latory scheme.

This petition asks the Court to consider:

Whether a "willful" violation of the complex regula-
tory provisions of the Arms Export Control Act may
be established merely by proof that a defendant
intended to violate any law whatsoever.

(i)



ii
LIST OF PARTIES

The caption of the case contains the name of all
parties to the appellate proceeding in the Sixth
Circuit.
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IN THE

 upreme  ourt of i tnitel   tate 

No. 10-

JOHN REECE ROTH,
Petitioner,

V.

UNITED STATES OF AMERICA,

Respondent.

On Petition for a Writ of Certiorari to the
United States Court of Appeals

for the Sixth Circuit

PETITION FOR A WRIT OF CERTIORARI

Petitioner John Reece Roth respectfully petitions
for a writ of certiorari to review the judgment of the
United States Court of Appeals for the Sixth Circuit.

OPINIONS BELOW

The opinion of the Sixth Circuit Court of Appeals
is reported at 628 F.3d 827 (6th Cir. 2011) and
reprinted in the Appendix ("App.") at la - 19a. The
district court’s decision granting Petitioner’s motion
for bail pending appeal is reprinted at App. 20a - 34a.
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JURISDICTION

The Sixth Circuit Court of Appeals issued its deci-
sion on January 5, 2011. This Court has jurisdiction
pursuant to 28 U.S.C. § 1254(1).

RELEVANT STATUTORY PROVISIONS

The Arms Export Control Act, 22 U.S.C. § 2778(c),
makes it a crime to "willfully violate[] any provision
of this section or section 2779 of this title, or any rule
or regulation issued under either section .... " One
such regulation is the International Traffic in Arms
Regulations, including the United States Munitions
List, published at 22 C.F.R. § 120.1, et seq. The
statute and regulations are reproduced at App.
55a - 363a.

STATEMENT

In the Arms Export Control Act ("AECA"), Congress
delegated authority to the Executive Branch to
regulate the "import and export of defense articles
and services." 22 U.S.C. § 2778(a)(1). Definition of
those elastic terms was left wholly to the President’s
discretion. Id. ("The President is authorized to desig-
nate those items which shall be considered defense
articles and defense services .... "). The President,
in turn, delegated that authority to the State
Department, whose Directorate of Defense Trade
Controls (DDTC) promulgates extensive regulations
and definitions of various "defense articles and
services."

The fruit of its labor, the International Traffic in
Arms Regulations ("ITAR"), includes the United States
Munitions List, 22 C.F.R. § 121.1, an ever-evolving
catalog of various categories (not specific products) of
"defense articles and services" that require a license
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from the DDTC prior to being imported or exported
from the United States. The ITAR also includes
additional regulations defining the contours of
terms used in the Munitions List. These sprawling
regulations---covering over 110 pages of single-spaced,
small-type font in the Code of Federal Regulations--
are the only source of information for a lay
person attempting to navigate the AECA’s criminal
prohibition.

Dr. John Reece Roth, a 73-year old emeritus profes-
sor of electrical engineering at the University of
Tennessee in Knoxville, is the latest person to suffer
criminal conviction under the AECA without a jury
finding that he knew that his conduct violated any
prohibition contained in the Munitions List. Four
circuits across the country have reversed AECA con-
victions on that basis. The Sixth Circuit, however,
joined at least two other circuits in holding that the
omission was not fatal so long as the Government
proved that the defendant generally thought he was
violating some law of any sort. The trial court noted
the significant split of authority on this issue--
expressly acknowledged by the Government below--
as a major factor in releasing Dr. Roth on bail pend-
ing resolution of his appeal. App. 24a.

1. Dr. John Reece Roth headed the Plasma Sciences
Laboratory at the University of Tennessee in Knox-
ville ("UT"). As the Government has acknowledged,
Dr. Roth was widely respected for his academic
research in the field of plasma technology. In 2003,
UT compensated Dr. Roth as a part-time employee
while he reduced his work responsibilities in antic-
ipation of full retirement.

Around that time, Dr. Roth agreed to serve as a
consultant to one of his former students, Daniel
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Sherman. Sherman worked for Atmospheric Glow
Technologies, Inc. ("AGT") in Knoxville. Specifically,
Sherman sought Dr. Roth’s assistance in preparing
AGT’s submission of a bid to work on an Air Force
project to develop plasma actuators (plasma-based
devices for controlling movement) to be used in
unmanned aircraft. Dr. Roth was the inventor of the
technology in question and holds several patents on
its application.

The Air Force awarded this contract to AGT in May
2004, and Dr. Roth continued to assist his former
student thereafter. The project had two phases:
Phase I, which focused solely on the design of the
actuators, and Phase II, which contemplated further
development culminating in the testing of the actuators
on a non-military aircraft. Prior to and throughout
Phase I, Dr. Roth openly involved one of his graduate
students, Xin Dai, a citizen of China, because of Dai’s
expertise in the area developed through a prior Air
Force-funded project. Between the Fall of 2005 and
May 2006, Dai was allowed to participate only in
gathering data from a "force stand," an object used to
test the actuators in a laboratory prior to the Air
Force’s contemplated testing in wind tunnels and
actual aircraft.1

Dr. Roth had no experience working on a project
subject to the AECA, and he had never received
training on the law and its extensive implementing
regulations. Dr. Roth, however, acknowledged to
Sherman that this proposed project would involve
"6.2 funds," which would be subject to export-control
laws, and that Dai’s involvement would therefore

1 The project never progressed past the stage of laboratory

testing on the "force stand."
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need to terminate if and when the project advanced
past research already in the public domain.2 In other
words, Dai’s involvement would need to end when it
became subject to export-control laws. Sherman
likewise saw no problem with this arrangement at
the time, as he testified at trial, based on an assess-
ment that the project had not yet become subject to
export-control laws.

Representatives of UT disagreed with this assess-
ment. After months of research on Phase II of the
project, Dr. Roth informed Sherman of his intent to
replace Dai (who was finishing his doctoral degree)
with another UT graduate student, Sirous Nourgostar,
a citizen of Iran. Sherman did not consent because of
his concern that heightened restrictions might apply
to Iranian citizens. Dr. Roth sought support from
University administrators in mid-2006, but those
administrators instead researched the matter and
eventually warned Dr. Roth that the project was
subject to export-control restrictions.3 Following that

2 Their instincts found support in the law. See, e.g., 22 C.F.R.

§ 120.10(5) ("technical data" subject to the AECA "does not
include information concerning general scientific, mathematical
or engineering principles commonly taught in schools, colleges
and universities or information in the public domain, as defined
in Sec. 120.11.’); 22 C.F.R. § 120.11 (enumerating factors ren-
dering information in the "public domain," such as "information
which is published and which is generally accessible or available
to the public" and "fundamental research in science and engi-
neering at accredited institutions of higher learning").

3 Sherman sought clarification of the scope of the AECA from

Air Force officials in the Fall of 2006. In trial exhibits, Air Force
personnel wrote in emails that the ’%asic research is not the
problem" and pledged to seek the guidance of more knowledgea-
ble advisors to provide Sherman with more detail. That guid-
ance apparently never came.
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correction of his understanding of the law, Dr. Roth
removed Xin Dai from the project.

In the midst of these consultations with UT
administrators, Dr. Roth traveled to China to give a
series of lectures in May 2006. He carried with him a
paper copy of Phase II (laboratory) testing results, as
well as additional Phase II (laboratory) testing data
and a proposal seeking additional funding from the
Defense Advance Research Projects Agency relating
to plasma technology. Neither Dr. Roth nor anyone
else accessed any of the electronic data during the
trip to China, but, during the trip, Dai followed Dr.
Roth’s instructions to email a draft paper containing
Phase II (laboratory) testing data to a Chinese
professor so that Dr. Roth could work on the paper
while abroad)

A special agent of the Federal Bureau of Investiga-
tion interviewed Dr. Roth in September 2006 and
again in October 2007. Dr. Roth agreed to talk with
the investigator, and he maintained his belief that
the plasma technology at issue could have become
export-controlled, if it had progressed and if the Air
Force had eventually made that determination. Cru-
cially, though, he continued to assert his belief that
the research had never progressed past the point of
research already in the public domain and, thus,
never became subject to the AECA.

2. A grand jury in Tennessee indicted Dr. Roth and
AGT on May 20, 2008. The indictment charged
Dr. Roth with sixteen counts, one of which (honest-
services fraud) the Government acknowledged after
the trial should be dismissed with prejudice. Count

4 Dr. Roth also provided that paper to Sirous Nourgostar in

November 2007.
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One of that indictment charged Dr. Roth with con-
spiring with Daniel Sherman from January 2004 to
May 2006 to willfully violate the Arms Export Control
Act (and defraud the United States) by "exporting"
defense articles and services to foreign nationals,
namely Xin Dai. Specifically, the indictment alleged
that the research data in question was covered by
Category VIII (Aircraft) of the Munitions List. Count
Two did not allege misconduct by Dr. Roth, but Counts
Three through Seventeen all charged substantive
AECA violations. Included in those charges were
allegations that Dr. Roth violated the AECA by
permitting Dai to access data generated by the "force
stand" (Phase II laboratory testing), by transporting
the DARPA proposal to China in May 2006, by taking
Phase II (laboratory) data to China, by having Xin
Dai email a paper containing such data to him in
China, and by providing such research data to both
Dai and Nourgostar.

3. The trial underscored the difficulty faced by
even very smart people in assessing the scope of the
AECA, especially in the area of university research
by foreign graduate students. Dr. Roth testified in
his own defense at trial. He never wavered from his
contention that the research data in question was not
subject to the AECA because it never progressed past
the point of research already in the public domain.
Sherman testified as a cooperating witness for the
Government, yet even he acknowledged that he did
not believe he or Dr. Roth were violating the law at
the time by allowing Dai to access data.~

5 On redirect examination, he clarified that he must have

disregarded the risk of a violation.
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More disturbing were the various explanations of
the AECA’s scope provided by the Government’s own
experts. Four different witnesses at trial offered four
different interpretations of the AECA’s application to
Dr. Roth’s conduct.6 While the indictment alleged
that the data at issue constituted "technical data"
regulated by Category VIII of the Munitions List,

¯ Frederick Davis, technical director at the Air
Force Research Laboratory, identified Catego-
ries II (Artillery Projectors) and IV (Guided
Missiles) as applicable. He initially testified
that Category VIII was inapplicable to the
data at issue, but he conceded on redirect
examination that it was "possible" Category
VIII could apply. [8/25/08 Tr. at 125, 149];

¯ Colonel Jason Crosby, Phase II program man-
ager for the Air Force, identified Category I
(Firearms), as applicable. [8/26/08 Tr. at 5, 12];

¯ Jesse Crump, a former Air Force officer,
identified either Category IV or Category VIII
as applicable. [8/27/08 Tr. at 176] He admit-
ted that even experts in the field could
disagree about whether Category VIII was
applicable. [8/27/08 Tr. at 189]; and

¯ Anthony Dearth, a licensing official at the
Directorate of Defense Trade Controls, testified
that Category VIII plainly applied. [8/27/08
Tr. at 223.]

6 This is not as rare as one might assume. See, e.g., United
States v. Malsom, 779 F.2d 1228, 1234 (7th Cir. 1985) (noting
that trial court dismissed counts of an AECA indictment where
the Government’s experts could not agree at trial on whether a
State Department or Commerce Department license was re-
quired prior to exporting a particular item).
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The lack of consensus among the Government’s own
experts highlighted the ambiguity of the complex
designations and categories of the Munitions List.

4. The trial judge rejected Dr. Roth’s requested
instructions regarding the showing of "willfulness"
required by the AECA for a conviction. Specifically,
Dr. Roth requested an instruction that ignorance of
the relevant law was a defense to the charges, and
that the Government needed to prove beyond a
reasonable doubt that he knew the data in question
were covered by the Munitions List. Instead, the
trial court gave an instruction that permitted
conviction if the jury believed that Dr. Roth knew he
was violating any law (including, but not limited to,
the AECA)7:

To prove that the defendant acted knowingly and
willfully, the government must prove beyond a
reasonable doubt that the defendant voluntarily
and intentionally violated a known legal duty. In
other words, the defendant must have acted
voluntarily and intentionally and with the
specific intent to do something he knew was
unlawful, that is to say, with intent either to
disobey or disregard the law. Negligent conduct,
or conduct by mistake or accident, or with a good
faith belief that the conduct was lawful, is not
sufficient to constitute willfulness.

On September 3, 2008, the jury found Dr. Roth
guilty on all counts in which he was charged. The
trial court rejected Dr. Roth’s motion for judgment of
acquittal based on the flawed "willfulness" instruc-

7 The Government did not seek, and the trial court did not
give, an instruction regarding conscious avoidance or willful
blindness.
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tion and sentenced him to a term of four years in
prison on July 1, 2009.

5. Following sentencing, on July 28, 2009, the
district court issued an order permitting Dr. Roth’s
release on bail pending appeal of his conviction. The
court specifically cited the "substantial question
regarding the definition of willfully applicable to the
AECA and the related issue of the extent to which
ignorance of the law is a defense because there is a
circuit split and the Sixth Circuit has not decided the
issue." App. 24a; see also App. 25a ("[S]everal circuits
apply a stricter definition of willful, requiring more
specific knowledge, that is, that defendant knew that
the items he exported were on the [Munitions List]
and/or that he knew he was required to have a
license to export them."). Prior to examining the split
in authority in detail, the court acknowledged the
Government’s concession that "[t]here is a split
between several circuits regarding the definition of
willful intent in export cases." App. 24a. Accordingly,
the district court held that Dr. Roth satisfied the
requirements of 18 U.S.C. § 3143(b) because he had
presented a "substantial question of law or fact likely
to result" in reversal or an order for a new trial.

6. On January 5, 2011, the Sixth Circuit affirmed
Dr. Roth’s convictions. The court began its analysis
by noting that the meaning of "willfulness" in the
Arms Export Control Act could not be determined
solely by reference to the language of the statute.
App. lla (quoting Bryan v. United States, 524 U.S.
184, 191 (1998) (" [W] illfulness can be a word of many
meanings whose construction is o~en dependent on
the context in which it appears.") (quotation omitted)).

The court acknowledged the split of authority
interpreting Act’s "willfulness" requirement, noting
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that "[o]ther circuits have interpreted the willfulness
element of section 2778(c) and produced different
results." App. 12a. On one hand, the court cited
decisions of the First, Third, and Fourth Circuits
holding that "willfulness" under the AECA merely
requires a jury finding that the defendant knew he
was violating some legal duty not to export weaponsS;
those courts did not require the jury to find that the
defendant was aware that the AECA or the United
States Munitions List was the source of that duty.
Id.; see United States v. Hsu, 364 F.3d 192, 198 n.2
(4th Cir. 2004); United States v. Tsai, 954 F.2d 155,
160-62 (3d Cir. 1992); United States v. Murphy, 852
F.2d 1, 7 (lst Cir. 1988). On the other hand, the
court cited only the Eighth Circuit’s decision in
United States v. Gregg, 829 F.2d 1430, 1437 & n.14
(8th Cir. 1987), as a decision interpreting "willfully to
require that a defendant knew the underlying
exported items were on the Munitions List." App.
12a- 13a.

The Sixth Circuit held that the less rigorous inter-
pretation of "willful" was suggested by this Court’s
interpretation of "willful" in the context of the
Federal Firearms Statute, 18 U.S.C. §§ 922(a)(1)(A),
924(a)(1)(D), in Bryan v. United States, 524 U.S. 184,
194-95 (1998). App. 13a. That statute made it illegal
to "willfully violate[] any other provision of this
chapter," 18 U.S.C. § 924(a)(1)(D). The Sixth Circuit
noted this Court’s holding that willfulness, in this
context, required only that a defendant know his act

s Curiously, the court also cited a Second Circuit case, United
States v. Smith, 918 F.2d 1032, 1038 (2d Cir. 1990), in support
of this proposition, but the parenthetical explanation provided
by the (Roth) court--as well as the Smith case itself--seems to
support the opposite proposition.
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was unlawful. App. 13a. In particular, the Sixth
Circuit interpreted Bryan to hold that the more
rigorous interpretation of "willfulness"--requiring
a higher degree of knowledge of one’s criminal
conduct--was reserved for "highly technical statutes,’
such as tax laws and banking regulations, ’that pre-
sented the danger of ensnaring individuals engaged
in apparently innocent conduct.’" Id. (quoting Bryan,
524 U.S. at 194-95). The court held that the under-
lying conduct regulated by the AECA--exporting
defense articles and services--"is not innocent in the
way an everyday, uninformed citizen may uninten-
tionally violate complex, confusing tax laws." App. 14a.

Consequently, the Sixth Circuit affirmed Dr. Roth’s
conviction and held "that section 2778(c) does not
require a defendant to know that the items being
exported are on the Munitions List. Rather, it only
requires knowledge that the underlying action is
unlawful." App. 14a - 15a. The court continued: "The
instruction given by the district court defined willful-
ness as doing something intentionally that the defen-
dant knew was unlawful, which falls in line with
Bryan, the other circuits’ interpretations of section
2778(c), and now our holding here." App. 15a.

7. This petition follows.

REASONS FOR GRANTING THE WRIT

Only this Court can resolve the ever-widening split
of authority on this important and recurring question
of federal law. It is a mature split openly acknowl-
edged by the Government9 and both lower courts in

9 See App. 24a ("The government recognizes that, ’There is a
split between several circuits regarding the definition of willful
intent in export cases. A few other circuits have internally
inconsistent definitions of the phrase, and still other circuits,
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this case1°. Far from resolving on its own, the split
has only deepened--with two circuits answering the
question in opposite ways--within the past eighteen
months. The lower courts have proven incapable of
resolving this split, and this case presents a good
vehicle for the Court to resolve the issue.

I. THE FEDERAL COURTS ARE DEEPLY
DIVIDED OVER THE LEVEL OF KNOW-
LEDGE REQUIRED TO VIOLATE THE
ARMS EXPORT CONTROL ACT.

The Sixth Circuit in this case openly acknowledged
that courts interpreting the willfulness element
of section 2778(c) have "produced different results."
App. 12a. Indeed, the lower courts are deeply,
increasingly, and intractably fractured over the
proper construction of an important, highly technical
statute whose scope is constantly evolving.

A. Several Circuits Require Juries To
Find That Defendants Knew They
Were Exporting Items On The Muni-
tions List.

The Seventh Circuit’s recent opinion in United
States v. Pulungun, 569 F.3d 326 (7th Cir. 2009)
(Easterbrook, C.J.), faulted the Government for
attempting to secure convictions under the AECA
without proof that the defendants knew items were
on the Munitions List. In that case, a jury convicted
the defendant of willfully violating the AECA by
exporting 100 riflescopes to Indonesia without a
license. Id. at 327. The defendant maintained that

such as the Sixth Circuit, have not yet made any pronounce-
ments on the subject.").

lo See App. 12a & 24a.
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he did not know the riflescopes were "manufactured
to military specifications," thus qualifying them as
"defense articles" covered by the Munitions List. Id.
at 327-28. The Government, by contrast, maintained
that the jury only needed to find that the defendant
was aware that he was violating some law, not neces-
sarily the AECA, to prove willful violation of the
AECA. Id. at 329.

The Seventh Circuit reversed Pulungun’s conviction
because the Government failed to introduce sufficient
evidence that he knew the riflescopes were covered
by the Munitions List. See id. at 331 ("[T]he evidence
is insufficient to show, beyond a reasonable doubt,
that Pulungun knew that these ’scopes were ’defense
articles’ that required export licenses .... "). In doing
so, the court aggressively refuted the Government’s
permissive interpretation of the AECA’s willfulness
requirement: "As the prosecutor sees things, an intent
to violate one law is as good as the intent to violate
any other. The United States’ appellate brief
essentially invokes the doctrine of transferred intent
(though it does not use that name or cite authority)."
Id. at 330. Rejecting that position, the court held
that "[i]t is not enough for the Leupold Mark 4 COfr
riflescope to be a ’defense article.’ Pulungun cannot
be convicted unless he knew that it is one, and that
licenses are necessary to export them." Id. at 329
(emphasis in original).

The Eleventh Circuit also adopted this interpreta-
tion of willfulness in the AECA. The defendant in
United States v. Adames, 878 F.2d 1374, 1375 (11th
Cir. 1989), was convicted at trial of willfully violating
the AECA by exporting firearms to Panama without
a license. The trial court granted her motion for
judgment of acquittal because the Government failed
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to prove that the defendant acted with the requisite
criminal intent (willfulness). Id. The Eleventh Circuit
agreed that acquittal was proper because "the gov-
ernment failed to prove that Adames acted willfully."
Id. at 1377. In so holding, the court held clearly that
generalized knowledge of the unlawfulness of her
conduct--as opposed to more specific knowledge of
the AECA’s applicability--did not establish a willful
violation of the AECA: "Though it reasonably could
be inferred from Adames’ suspicious conduct that she
was aware of the generally unlawful nature of her
actions, that state of mind is insufficient to sustain a
finding of guilt under a statute requiring specific
intent." Id.

One of the cases cited by the Eleventh Circuit in
support of its holding above was United States v.
Hernandez, 662 F.2d 289 (5th Cir. 1981). In that
case, a jury convicted the defendant of violating the
AECA by transporting firearms and ammunition
from Texas to Mexico. The Fifth Circuit held that,
"particularly where the weapons covered by the
statute are spelled out in administrative regulations,
specific intent is required" to prove an AECA viola-
tion. Id. at 292 (citing, inter alia, United States v.
Davis, 583 F.2d 190 (5th Cir. 1978) (interpreting
predecessor statute to AECA in same fashion)). 11 The
Fifth Circuit endorsed the defendant’s request for a
jury instruction concerning his ignorance of the scope
of the AECA’s requirements. Much like the Eleventh

11 See also United States v. Covarrubias, 94 F.3d 172, 175 (5th
Cir. 1996) (applying Hernandez and holding that ~the jury in the
instant case had ample evidence from which it could have rea-
sonably concluded that Covarrubias knowingly attempted to
export weapons on the Munitions List without obtaining either
the requisite license or authorization.").
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Circuit above, the Fifth Circuit held: "While it is true
that Hernandez’ concealment of the weapons possibly
supported a jury finding that he knew his conduct
was unlawful, such a finding falls short of deciding
that he knew he was unlawfully exporting weapons
on the Munitions List." Id.

In two decisions, the Second Circuit aligned itself
with the circuits requiring specific proof of a defen-
dant’s knowledge that exported items were on the
Munitions List. First, in United States v. Durrani,
835 F.3d 410 (2d Cir. 1987), the court endorsed the
trial judge’s instruction that the AECA required the
Government to prove that the defendant "knew he
was required to obtain an export license before
causing defense articles to be exported... [and that
he] intentionally failed to do so with the purpose of
evading the arms exportation laws and regulations
that are charged here." Id. at 423 (emphasis supplied).
Importantly, these instructions emphasized knowledge
of the laws and regulations "charged here" (namely,
the AECA), as opposed to permitting knowledge of
any other law to suffice. The Second Circuit reite-
rated this view of the law in United States v. Smith,
918 F.2d 1032, 1037-38 (2d Cir. 1990), in which it
rejected a defendant’s challenge to jury instructions
regarding the "willfulness" element of the AECA
because "[t]he jury was told that the defendant must
have known that the helicopters to be exported were
subject to the licensing requirements of the Arms
Export Control Act and that he intended to export
them in a manner inconsistent therewith."

The Ninth Circuit likewise adopted the more rigor-
ous interpretation of "willfulness" under the pre-
decessor statute to the AECA. In United States v.
Lizarraga-Lizarraga, 541 F.2d 826 (9th Cir. 1976),
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the Ninth Circuit reversed the defendant’s arms-export
conviction for transporting firearms and ammunition
from the United States into Mexico. The trial court
had instructed the jury that it was not necessary for
the Government to prove that the defendant knew his
actions violated the law. Id. at 827.

The Ninth Circuit disagreed in large part because
it deemed the arms-export statute to be closely
analogous to tax laws in which a heightened degree
of specific intent must be proven. Id. at 828 (citing,
inter alia, United States v. Bishop, 412 U.S. 346, 360
(1973)). "Similar to the revenue laws," the Ninth
Circuit held, "Congress did not intend to criminally
penalize innocent or negligent errors." Id. The court
was persuaded that a heightened showing of intent
must be proven because (1) the prohibited conduct
was listed in administrative regulations, as opposed
to the statute itself, and (2) the Munitions List con-
tained an "exhaustive list" of items that might be
exported or imported innocently. Id.; see also id.
("Unlike those substances which are known generally
to be controlled by government regulation, such as
heroin or like drugs, these items might be exported or
imported innocently."). In such circumstances, the
Ninth Circuit held that the statute’s requirement of
"willfulness" demanded the higher level of proof akin
to that required in criminal tax prosecutions.

B. The Sixth Circuit And Two Other
Circuits Do Not Require Juries To
Find That Defendants Knew Exported
Items Were On The Munitions List.

In this case, the Sixth Circuit joined two other
circuits in adopting the "transferred intent" model of
willfulness that the Seventh Circuit repudiated
in Pulungun, 569 F.3d at 330. In United States
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v. Murphy, 852 F.2d 1, 7 (1st Cir. 1988), a jury
convicted defendants of conspiring to violate the
AECA by exporting M-16 rifles and submachine guns
to Ireland. The First Circuit rejected a challenge to
the jury instruction regarding "willfulness," holding
that "it is sufficient that the government prove that
Murphy knew he had a legal duty not to export the
weapons." Id. at 15-16. In particular, the court
approved of instructions specifically rejected by the
FiSh Circuit and Eleventh Circuit, supra, regarding
the effect of a defendant’s ignorance of the AECA’s
licensing and registration requirements:

Thus, while the government must show that a
defendant knew that the exportation of firearms
and munitions in this case was illegal, it is not
necessary for the government to show that the
defendants were aware of or had consulted the
United States Munitions List or the licensing
and registration provisions of the Arms Export
Control Act and its regulations or the National
Registration & Transfer Record of the Federal
Firearms Law involved in count 2 .... Ignorance
of the law in this respect, in this case, is not an
excuse.

Id. at 17-18. The court affirmed the conviction, based
on this instruction, because "It]he prosecution proved
beyond a reasonable doubt that Murphy knew it was
illegal to send the weapons out of the country." Id. at
16-17.

The Third Circuit took a similar position in United
States v. Tsai, 954 F.2d 155 (3d Cir. 1992). See also
United States v. Electro Glass Products, 298 Fed.
Appx. 157 (3d Cir. 2008) (unpublished) (reaffirming
and applying Tsai). In Tsai, a jury convicted the
defendant of exporting components of military equip-
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ment to Taiwan without the requisite license. The
court rejected his challenge to the jury instructions,
which told the jury that it could find that he acted
"willfully" if "he was aware from whatever source"
that his actions were illegal. Id. at 160 & n.3; see
also id. at 160 & n.4 (noting trial judge’s supple-
mental instruction, in response to a juror’s question,
that "willfulness" requires only that the defendant
"has to know that he cannot export that particular
item from the country is basically what it comes
down to"). Bluntly, the Third Circuit stated: "If the
defendant knew that the export was in violation of
the law, we are hard pressed to say that it matters
what the basis of that knowledge was." Id. at 162.12

C. Two Circuits Have Resolved Vague-
ness Challenges To The AECA By
Endorsing Opposite Sides Of The Split.

Two other circuits have expressed conflicting
opinions on the proper direction of the law in the
course of resolving vagueness challenges to the
AECA. While these decisions may not squarely con-
flict with the decisions above, they highlight the
confusion among the lower courts on this issue.

The Eighth Circuit endorsed jury instructions
similar to those urged by Petitioner in this case. In
United States v. Gregg, 829 F.2d 1430 (8th Cir. 1987),
the court affirmed the AECA conviction of defendants
who exported various aviation products without
licenses.13 The defendants claimed that the AECA

~2 Nonetheless, the court acknowledged that "the district

court might have better instructed the jury had it instructed
both times as the defendant suggested." Id. at 162.

13 Oddly, Gregg was the only case acknowledged by the Sixth

Circuit below on this side of the split.
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and its voluminous regulations were unconstitu-
tionally vague, but the Eighth Circuit rejected this
argument because conviction required the Govern-
ment to prove that the defendants acted knowingly
and willfully. Id. at 1437. In support of its holding,
the court cited the trial judge’s jury instruction
regarding "willfulness" as an accurate statement of
the statute’s intent requirement because it "plainly
directed acquittal if the jury was not satisfied beyond
a reasonable doubt that the defendant knew that
the items exported were on the Munitions List
and required a license." Id. at 1437 & n.14 (emphasis
supplied).

The Fourth Circuit reached the same result in a
vagueness challenge to the AECA but through the
opposite view of the statute’s intent requirement.
The defendants in United States v. Hsu, 364 F.3d 192
(4th Cir. 2004), were convicted of conspiring to export
a military encryption device to China without a
license. In challenging their convictions, the defen-
dants argued that the AECA was unconstitutionally
vague as applied because their jury was instructed
that they could be convicted of violating the AECA
even without proof that they knew that the
encryption device was covered by the Munitions List.
Id. at 197-98. They argued that this watered-down
scienter requirement failed to ensure that they had
fair notice of the statute’s scope. Id. Endorsing
the First Circuit’s holding in Murphy, 852 F.2d at 7
& n.6,14 the Fourth Circuit strongly rejected the

14 A vagueness challenge within the First Circuit--decided
one day prior to the Sixth Circuit’s decision in Roth---~ghlights
the difficulty of lower courts applying even "clear" holdings like
Murphy in the context of the AECA’s "willfulness" requirement.
The defendants in United States v. Wu, No. 08-10386 (PBS),
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defendants’ demand for a more rigorous interpreta-
tion of"willfulness" in the AECA: "Whatever specific-
ity on ’willfulness’ is required, it is clear that this
extremely particularized definition finds no support
in the case law." Hsu, 364 F.3d at 198 & n.2.

D. The Lower Courts Cannot Resolve This
Split On Their Own.

The confusion on this issue in the lower courts is
pervasive, and several courts have staked out diame-
trically opposite positions that cannot be reconciled
except by this Court’s intervention. Indeed, the dis-
trict court in this case aptly observed, after surveying
the case law, that "there is not a clear trend" in the
decisions addressing this issue. App. 25a. Rather,
the lower courts have openly acknowledged their
split while only deepening it; they have not made
any effort or progress toward resolving it. See, e.g.,
App. 12a.

2011 WL 31345 (D. Mass. Jan. 4, 2011), were convicted at trial
of four counts of willfully exporting defense articles to China
without a license. Prior to sentencing, however, the trial judge
dismissed two of those counts of conviction because the AECA
and its regulations were vague as applied because the defen-
dants did not have actual notice that these items might appear
on the Munitions List. Id. at *11. The Government protested
by citing Murphy’s lenient willfulness standard, but the district
court distinguished Murphy because it involved items that were
"immediately and obviously identifiable as being on the Muni-
tions List," as opposed to the items exported by the defendants
in Wu. Further muddying the waters in this area, the district
court held that "due process is not necessarily satisfied if a
defendant has fair notice that a license may be required under
one law, but is charged under another law that he had no notice
he was violating." Id. It is hard to see how this interpretation
of the Due Process Clause is compatible with the lenient stan-
dard of proof approved in Murphy.
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A powerful testament to the lower courts’ confusion
is the fact that courts on both sides of the split some-
times cite the same cases in support of their contrary
positions. This has happened, for example, with the
Ninth Circuit’s decision in United States v. Lizarraga-
Lizarraga, 541 F.2d 826 (9th Cir. 1976). Within the
span of one year, the Eleventh Circuit cited Lizarraga-
Lizarraga in support of its holding that the AECA
required proof that a defendant knew exported items
were on the Munitions List, Adames, 878 F.2d at 1377,
while the First Circuit cited Lizarraga-Lizarraga for
precisely the opposite proposition in Murphy, 852
F.2d at 7.

The split has only deepened after this Court last
addressed a statute’s willfulness requirement. The
Sixth Circuit below relied heavily on this Court’s
decision in Bryan v. United States, 524 U.S. 184, 194-
95 (1998), in which a 6-3 majority held that the
Federal Firearms statute required only a general
knowledge of the illegality of conduct to establish a
willful violation. The Court held that generalized
knowledge of illegality was sufficient to establish
willfulness in the context of firearms possession--and
distinguished tax and currency-structuring cases that
require a more particularized showing of intent--
because the prohibitions of the Federal Firearms
statute did not risk "ensnaring individuals engaged
in apparently innocent conduct." Id. at 194. Bryan
did not, however, bring clarity to this issue. The
lower courts have proven unable to agree on whether
the AECA is sufficiently complex as to warrant
a heightened standard of proof of willfulness or
whether enough "apparently innocent conduct" is
swept up in the AECA’s vast (and ever-changing)
scope.



23

Finally, the split is mature and not stale. There
were two important, conflicting decisions issued by
courts of appeals in the past year-and-a-half. See
App. 15a; Pulungun, 569 F.3d at 331; see also Wu,
2011 WL 31345 at *11. Because the Government did
not seek a writ of certiorari in Pulungun, this case is
the Court’s first opportunity to consider the arguments
raised in those cases. Further percolation will do
nothing to promote harmony in the lower courts or to
advance this Court’s understanding of the relevant
legal arguments.

II. THIS CASE PRESENTS THE RIGHT
OPPORTUNITY TO CONSIDER THE
QUESTION PRESENTED.

This case allows the Court to consider a critical
question relating to the application of an important
federal law in a novel context. This is the first known
prosecution of an American college professor under
the AECA where the charged conduct consists mainly
of allowing the professor’s foreign-born graduate
students to access their common research. To
Dr. Roth, the case is important on many levels, not
the least of which is that he is a 73-year old man who
risks succumbing to his myriad health problems
during a four-year prison term. But the case is also
important to all academics and the public at large
given the broad and elastic terminology of the various
categories of "defense articles and services" described
only in pages of the Code of Federal Regulations.
Moreover, any guidance that the Court could offer to
lower courts forced to interpret the contours of the
term "willfully" in more than 175 criminal statutes
would be invaluable. See App. 364a - 382a; Sharon L.
Davies, "The Jurisprudence of Willfulness: An
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Evolving Theory of Excusable Ignorance, 48 Duke
L.J. 341 (1998).

The need for this Court’s intervention is especially
acute where the past two years have witnessed not
only the instant prosecution, but also prosecutions in
which courts invalidated AECA convictions secured
at trial against individuals based on (1) "[a] designation
by an unnamed official, using unspecified criteria,
that is put in a desk drawer, taken out only for use at
a criminal trial, and immune from any evaluation by
the judiciary [that] is the sort of tactic usually
associated with totalitarian regimes," Pulungun, 569
F.3d at 328; and (2) exporting items where "the ques-
tion of whether or not the items were on the Muni-
tions List had not yet been resolved by the relevant
government agencies," Wu, 2011 WL 31345 at *11.

The Sixth Circuit’s decision below is a good vehicle
by which to consider this important question. There
are no jurisdictional or standing issues to impede the
Court’s consideration of the question presented. The
issue was squarely raised at trial, as acknowledged
by both of the lower courts and the Government. The
relevant objections were preserved through post-trial
motions and on direct appeal in the Sixth Circuit, not
to mention the fact that this argument served as the
primary basis for convincing the district court to
release Dr. Roth on bail pending resolution of this
appeal. This case, in other words, presents a clean
vehicle by which to resolve this important question.
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III. THE AECA REQUIRES A JURY FINDING
THAT THE DEFENDANT KNEW EXPOR-
TED ITEMS WERE ON THE MUNITIONS
LIST.

The Sixth Circuit’s decision in this case miscon-
strues the requirements of the AECA. It violates two
fundamental tenets of this Court’s jurisprudence
relating to the appropriate mental state for criminal
statutes: (1) the higher standard of particularity
required to prove willful violations of complex, tech-
nical regulatory schemes, and (2) the rule of lenity
that resolves any ambiguity in the reach of a criminal
statute in favor of the defendant.

As this Court has noted, ’%villfully’ is sometimes said
to be a word of many meanings whose construction is
often dependent on the context in which it appears."
Bryan, 524 U.S. at 191 (quotations omitted). The
context here favors a rigorous interpretation of this
malleable term. The AECA makes it a crime to export
"defense articles and services" willfully without a
license. See 22 U.S.C. § 2778(c). The crucial defini-
tion of "defense articles and services" is not pre-
scribed by Congress. Rather, the contours of those
terms of art are set forth only in the ITAR, a
compendium exceeding 110 pages of the Code of
Federal Regulations that is constantly evolving at the
discretion of the State Department’s Directorate
of Defense Trade Controls. See App. 55a - 363a
(version of ITAR published on April 1, 2010).

In cases involving such complex regulatory
regimes, this Court has interpreted the term "willful"
to demand a higher level of specificity than in other
criminal prohibitions. For example, in Cheek v.
United States, 498 U.S. 192 (1991), the Court held
that the term "willful" in certain tax crimes requires
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the Government to prove that the defendant specifi-
cally intended to violate the tax law that he/she is
charged with violating. The Court explained its rea-
soning:

The proliferation of statutes and regulations has
sometimes made it difficult for the average citi-
zen to know and comprehend the extent of the
duties and obligations imposed by the tax laws.
Congress has accordingly softened the impact of
the common-law presumption by making specific
intent to violate the law an element of certain
federal criminal tax offenses. Thus, the Court
almost 60 years ago interpreted the statutory
term "willfully" as used in the federal criminal
tax statutes as carving out an exception to the
traditional rule [that every person is presumed to
know the law]. This special treatment of crimi-
nal tax offenses is largely due to the complexity
of the tax laws.

Id. at 199-200.

Highly complex or technical regulatory regimes
present a risk of generating inadvertent violations by
even those "who earnestly wish to follow the law,"
Spies v. United States, 317 U.S. 492, 496 (1943); see
also, e.g., Bryan, 524 U.S. at 194 (noting the heigh-
tened standard of willfulness applied for "highly
technical statutes that presented the danger of ens-
naring individuals engaged in apparently innocent
conduct"). For this reason, the Court held that the
rigorous interpretation of "willful"--requiring specific
knowledge---was applicable in the currency-structur-
ing laws at issue in Ratzlafv. United States, 510 U.S.
135 (1994). The Court held that the Government
must prove, in such cases, that the defendant knew
that his structuring of cash transactions to avoid
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a reporting requirement was unlawful. Id. at 149;
see id. at 144-45 ("[C]urrency structuring is not
invariably nefarious .... Nor is a person who struc-
tures a currency transaction invariably motivated by
a desire to keep the Government in the dark.").
Because the jury was not properly instructed in that
regard, the Court reversed his conviction and
remanded the case for a new trial. Id. at 149.

This sensitivity to criminal laws that might sweep
too broadly and ensnare the unwarned is a funda-
mental tenet of our system of justice. It is the ethos
that animates our decision to impose on ourselves the
most onerous burden of proof in criminal cases--
beyond a reasonable doubt. It is also what under-
girds our application of the Rule of Lenity to resolve
any close calls and ambiguities in criminal statutes
in favor of the defendant. See, e.g., Skilling v. United
States, 130 S. Ct. 2896, 2932 (2010) (construing the
scope of a criminal statute narrowly based on the
"familiar principle that ’ambiguity concerning the
ambit of criminal statutes should be resolved in favor
of lenity.’") (quoting Cleveland v. United States, 531
U.S. 12, 25 (2000) (quotation omitted)).

The AECA implicates all of these concerns. It
prescribes a complex, highly technical set of regula-
tions warranting the same lenity exercised by this
Court in prior cases. The criminal statute itself, 22
U.S.C. § 2778(c), is an empty vessel that merely
criminalizes the willful violation of regulations to be
issued by the Executive Branch in the future. Id.
§ 2778(a)(1) (’~ne President is authorized to designate
those items which shall be considered defense articles
and defense services .... "). The statute’s crucial
terms--defense articles and defense services--are not
defined by Congress and, like all else in the statute,
gain substance only from future regulations.
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The regulations defining these core terms are vague
and often circular. They necessarily sweep with
extreme breadth. See 22 C.F.R. § 120.6 ("defense
article")l~; id. § 120.9 ("defense service")l~; see also id.
§ 120.10 ("technical data")17. Moreover, the Munitions
List itself begins with a warning that the list will be
continually amended by postings that "may appear
periodically through the Internet Web site of the
Directorate of Defense Trade Controls." Id. § 121.1(a).
This is not in and of itself a bad thing; the policy
goals of the statute are important, and the Executive
Branch should be able to move nimbly to protect our
national security. But it is contrary to the Rule of
Lenity and holdings of this Court to force criminal
defendants to bear the brunt of the regulations’
opacity. If the regulations are to remain flexible
and ever-changing, as they probably should, then
the Government should be required to satisfy a
heightened standard of proof of willfulness. The
Government cannot, however, have it both ways.

15 "Defense article means any items or technical data desig-
nated in §121.1 of this subchapter [the United States Munitions
List]." 22 C.F.R. § 120.6.

1~ "Defense service" is defined as the "furnishing of assistance
(including training) to foreign persons whether in the United
States or abroad in the design, development, engineering, man-
ufacture, production, assembly, testing, repair, maintenance,
modification, operation, demilitarization, destruction, processing
or use of defense articles." 22 C.F.R. § 120.9(a)(1).

17 Encompassing all "[i]nformation . . . which is required for
the design, development, production, manufacture, assembly,
operation, repair, testing, maintenance or modification of
defense articles. This includes information in the form of blue-
prints, drawings, photographs, plans, instructions or documen-
tation." 22 C.F.R. § 121.1(a)(1).
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These requirements can prove dizzying even to
experts in the field. That was demonstrated dra-
matically at Dr. Roth’s trial when no less than four
expert witnesses testified for the Government about
the scope of the Munitions List/ITAR. They each gave
different answers about its proper interpretation.

The complexity of the AECA and its implementing
regulations, standing alone, is just the start of the
difficulty facing those "who earnestly wish to follow
the law," Spies, 317 U.S. at 496 (1943). The AECA is
merely one component of a patchwork of often-
confusing, overlapping statutes designed to promote
the country’s national-security priorities. Thus, any
United States person engaged in research or com-
merce with foreign nationals is subject not only to the
AECA but also must navigate, among others, the
Trading with the Enemy Act,is the International Eco-
nomic Emergency Powers Act,19 the Anti-Terrorism
and Effective Death Penalty Act,2° the Nuclear Non-
Proliferation Act21 and Export Administration Act22

(for nuclear and "dual-use" products), and various
individual directives23 and approximately fifteen
country-specific sanctions regimes~4 issued by the
Department of the Treasury’s Office of Foreign Assets
Controls.

is 50 U.S.C. App. § 1, et seq.

19 50 U.S.C. § 1701, et seq.

~0 18 U.S.C. §§ 2332d & 2339B.

21 22 U.S.C. § 3201.

e~ 50 U.S.C. App. 2401, et seq.

~ See <http://www.treasury.gov/ofac/downloads/tllsdn.pdf>
(accessed on March 16, 2011).

~4 See    <http://www.treasury.gov/resource-center/sanctions/

Programs/Pages/Programs.aspx> (accessed on March 16, 2011)
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The Sixth Circuit’s decision below gives short shrii~
to all of these important considerations. Most nota-
bly, the decision misconstrues the Rule of Lenity.
The court stated that Congress failed to specify any
particular provision of the AECA or its regulations to
which the "willfulness" requirement should apply.
App. 14a Rather than interpreting this ambiguity to
justify a low requirement of proof for all provisions,
the court should have held that the congressional
silence justified application of the more rigorous
standard to all provisions. See, e.g., United States v.
Bass, 404 U.S. 336, 347-48 (1971). The Sixth Cir-
cuit’s decision is further discredited by the court’s
erroneous assertion that "no court has conclusively
held that willfulness requires knowledge that an
item is on the Munitions List." App. 14a. This
would surely surprise the courts issuing the opinions
described supra at 13- 17, including the Seventh
Circuit, which had reversed a conviction on precisely
this ground less than sixteen months earlier.

CONCLUSION

For the foregoing reasons, the Court should grant
the petition for writ of certiorari.
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