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QUESTION PRESENTED

The Stored Communications Act was enacted in
1986 to create statutory privacy rights for e-mail
users. It prohibits unauthorized access to e-mail in
“electronic storage,” regulates the voluntary
disclosure by e-mail providers of messages in
“electronic storage,” and specifies what process the
government must use to compel e-mail providers to
turn over messages that are in “electronic storage.”
The government must, for example, obtain a warrant
based on probable cause to obtain an e-mail that has
been in “electronic storage” for 180 days or less.

Whether an e-mail is in “electronic storage” is thus
crucial for determining the level of privacy protection
it receives under the Act. In the decision below, the
South Carolina Supreme Court held that e-mails
stored by web-based e-mail providers (such as Yahoo
or Gmail) are only in “electronic storage” until they
have been accessed and read by the recipient. Pet.
App. 15a, 18a. In direct contrast, the Ninth Circuit
has held that “prior access is irrelevant” to whether
an e-mail is “in electronic storage.” Theofel v. Farey-
Jones, 359 F.3d 1066, 1077 (2003).

The question presented is: Whether e-mails stored
by an e-mail provider after delivery are in “electronic
storage” under the Stored Communications Act.
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PARTIES TO THE PROCEEDINGS

The following were parties to the proceedings in
the South Carolina Supreme Court:

1. M. Lee Jennings, the petitioner on review, was
the plaintiff in the Court of Common Pleas, the
appellant in the Court of Appeals, and the
respondent in the South Carolina Supreme Court.

2. Holly Broome, the respondent on review, was a
defendant in the Court of Common Pleas, an appellee
in the Court of Appeals, and the petitioner in the
South Carolina Supreme Court.

3. Gail M. Jennings, Brenda Cooke, and BJR
Detective Agency, Inc., were defendants in the Court
of Common Pleas and appellees in the Court of
Appeals. They were not petitioners to the South
Carolina Supreme Court because they prevailed in
the Court of Appeals. They are not parties to this
petition for certiorari.
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JURISDICTION

The South Carolina Supreme Court entered
judgment on October 10, 2012. This Court’s
jurisdiction rests on 28 U.S.C. § 1257(a).

STATUTE INVOLVED

The Stored Communications Act makes it unlawful
to access, in specified circumstances, “a wire or
electronic communication while it is in electronic
storage.” 18 U.S.C. § 2701(a). It prohibits providers
of electronic communications services to the public
from divulging “the contents of a communication
while in electronic storage by that service,” unless an
exception applies. 18 U.S.C. § 2702(a)(1). And it
requires governmental entities to obtain a warrant to
compel disclosure of “the contents of a wire or
electronic communication[ ] that is in electronic
storage in an electronic communications system” at
certain times. 18 U.S.C. § 2703(a).

The scope of each of these statutory restrictions
turns on when an email is “in electronic storage.”
Electronic storage is defined for purposes of the
Stored Communications Act as follows:

“[E]lectronic storage” means—(A) any
temporary, intermediate storage of a wire or
electronic communication incidental to the
electronic transmission thereof; and (B) any
storage of such communication by an electronic
communication service for purposes of backup
protection of such communication[.]

18 U.S.C. § 2510(17) (incorporated at 18 U.S.C.

§ 2711(1)).1

1 These statutory provisions, and additional provisions of the
SCA, are reprinted at Pet. App. 59a-78a.



3

INTRODUCTION

Courts around the country have reached
fundamentally different conclusions as to what e-
mails are covered by the significant privacy
protections in the Stored Communications Act. And
they have been deeply divided in the reasoning for
their varied conclusions—as demonstrated by the
three divergent approaches adopted in the three
opinions comprising the decision below. The discord
stems from trying to apply the terms of a statute
written more than 25 years ago to the e-mail
communications and systems that are everywhere
today, but had not yet even been imagined in 1986.
As quaint as it sounds, back then Congress
contemplated that an e-mail provider might actually
print an e-mail to deliver it via the post office. S.
Rep. 99-541 at 8 (1986).

In today’s world, however, people send and receive
dozens, if not hundreds, of e-mails through home
computers, work computers, laptops, and
smartphones as they go about their days. They
access their e-mail through platforms on web
browsers (like Gmail or Yahoo), through software on
personal computers (like Outlook or Lotus Notes), or
through handheld devices (like iPhones or
Blackberries). The privacy these users have is
governed by the Stored Communications Act. As a
result, the answer to what privacy protections apply
to what e-mails—and whether the privacy protection
turns on an e-mail’s status as “unread” or
“downloaded”—is a matter of profound importance.
It matters to private citizens like Petitioner whose e-
mail accounts are hacked. It matters to federal and
state law enforcement officers who need to know
what they must demonstrate to obtain e-mails as
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part of a criminal or civil investigation. And it
matters to e-mail providers themselves, faced with
determining on a daily basis whether to turn over e-
mails to the government and, if so, which ones.

The SCA’s privacy protections should not change
simply because an internet service provider happens
to maintain a server in California, an email happens
to be read on a smartphone in South Carolina, or a
United States Attorney in Boston wants to review
internal emails from a company’s Chicago office as
part of a criminal investigation. It is critical that the
SCA’s privacy protections apply consistently
nationwide, so that private citizens, law
enforcement, and e-mail providers can all be on the
same page about when personal and confidential e-
mails are truly private and when they are not. This
Court has never addressed the SCA’s privacy
protections, and it is now time to do so.

STATEMENT OF THE CASE

A. The Stored Communications Act

1. Congress passed the Stored Communications Act
(“SCA”) in 1986 because it believed that existing
laws were inadequate to protect the privacy of stored
electronic communications, such as e-mail. See H.R.
Rep. 99-647, at 17-19 (1986); 2 W. LaFave et al.,
Criminal Procedure § 4.5, at 465-466 (3d ed. 2007).
While the Wiretap Act, 18 U.S.C. §§ 2510 et seq.,
regulated the interception of traditional telephone
calls, it was ill-suited to other burgeoning forms of
electronic communication. That Act not only was
limited to the acquisition of communications
containing the human voice, but also applied only to
communications in transit, which left stored
communications unprotected. 2 LaFave, Criminal
Procedure § 4.5, at 465-466.
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Likewise, the Fourth Amendment was not a good
fit for protecting stored electronic communications,
given that their content is revealed to a third-party
Internet service provider in the course of
transmission and storage. See, e.g., United States v.
Miller, 425 U.S. 435, 443 (1976) (the Fourth
Amendment generally does “not prohibit the
obtaining of information revealed to a third party
and conveyed by him to Government authorities,
even if the information is revealed on the assumption
that it will be used only for a limited purpose and the
confidence placed in the third party will not be
betrayed”). In addition, because most e-mail
providers are private actors, they are not bound by
the Fourth Amendment at all and could voluntarily
turn over communications to the government
without limitation. As one commentator has noted,
the way the Internet works seems almost “custom
designed” to frustrate the Fourth Amendment. Orin
S. Kerr, Lifting the “Fog” of Internet Surveillance, 54
Hastings L.J. 805, 812-813 (2003).

Congress therefore enacted the SCA because
existing protections for stored electronic
communications were “weak, ambiguous, or
nonexistent.” Office of Tech. Assessment, Electronic
Surveillance and Civil Liberties 45 (1985). As the
House Committee Report warned, “if Congress does
not act to protect the privacy of our citizens, we may
see the gradual erosion of a precious right. * * *
Additional legal protection is necessary to ensure the
continued vitality of the Fourth Amendment.” H.R.
Rep 99-647, at 19; see S. Rep. 99-541 at 5.

2. In pursuit of that object, the SCA has three basic
components. First, it prohibits unauthorized access
to certain stored communications. 18 U.S.C. § 2701.
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Second, it regulates voluntary disclosure by network
service providers to the government and private
parties. Id. § 2702. And third, it creates a “code of
criminal procedure” that law enforcement officers
must follow in order to compel network service
providers to disclose stored communications.
Computer Crime & Intellectual Prop. Div., U.S. Dep’t
of Justice, Searching and Seizing Computers and
Obtaining Electronic Evidence in Criminal
Investigations 115 (3d ed. 2009) (describing 18
U.S.C. § 2703) [hereinafter “DOJ Manual”].2

The SCA distinguishes between two types of
network service providers. One is an “electronic
communications service,” which is defined as “any
service which provides to users thereof the ability to
send or receive wire or electronic communications.”

18 U.S.C. § 2510(15).3 E-mail providers are the most
obvious example of this type of provider. See S. Rep.
No. 99-541 at 14. The second type is a “remote
computing service,” defined as the “provision to the
public of computer storage or processing services by
means of an electronic communications system.” 18

U.S.C. § 2711(2).4 In 1986, when the SCA was

2 Available at http://www.justice.gov/criminal/cybercrime/docs/
ssmanual2009.pdf.

3 An electronic communication is “any transfer of signs, signals,
writing, images, sounds, data, or intelligence of any nature
transmitted in whole or in part by a wire, radio,
electromagnetic, photoelectronic or photooptical system that
affects interstate or foreign commerce,” with a few exceptions
not relevant here. 18 U.S.C. § 2510(12).

4 An electronics communications system is “any wire, radio,
electromagnetic, photooptical or photoelectronic facilities for the
transmission of wire or electronic communications, and any
computer facilities or related electronic equipment for the
electronic storage of such communications.” Id. § 2510(14).
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passed, personal computing was still rudimentary;
complex processing tasks had to be outsourced to
more powerful machines. A remote computing
service would provide storage or processing capacity
for a fee. H.R. Rep. 99-647 at 23. Current examples
of a “remote computing service” might include (for
some uses) Dropbox or Google Docs. The type of
network service provider storing a file triggers
different levels of privacy protection.

The Act’s compelled and voluntary disclosure
provisions track these two types of providers.
Section 2703, which provides the standards and
procedures the government must satisfy before it can
compel a network service provider to disclose
customer communications or records, accords the
highest level of protection to communications held by
an “electronic communications service” in “electronic
storage” for 180 days or less. Id. § 2703(a). The
government needs a search warrant to compel

disclosure of the contents5 of such a communication.
Id. For communications in “electronic storage” for
181 days or more, or for content held by “remote
computing services,” the government can compel
disclosure through other, less stringent means: it can
get a warrant; it can get a subpoena, id.
§ 2703(b)(B)(i); or it can obtain an order under

section 2703(d).6

5 Content is only defined in terms of what it “includes,” namely,
“any information concerning the substance, purport, or
meaning of [an electronic] communication.” Id. § 2510(8).

6 To obtain a 2703(d) order, the government must provide
“specific and articulable facts showing that there are reasonable
grounds to believe” that the information sought is “relevant and
material to an ongoing criminal investigation.” Id. § 2703(d).
This is “‘an intermediate standard,’ ‘higher than a subpoena,
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Section 2702’s voluntary disclosure provision
prevents a public electronic communications service
from disclosing “the contents of a communication
while in electronic storage by that service,” unless
one of the exceptions applies. Id. § 2702(a)(1). Those
exceptions include disclosure to an “addressee or
intended recipient,” compelled disclosure under
section 2703, or disclosure with the lawful consent of
the communication’s “originator” or “intended
recipient.” Id. § 2702(b). Voluntary disclosure of
non-content records to the government is subject to a
slightly different set of exceptions. Id. § 2702(c).

Finally, the SCA defines a substantive crime.
Section 2701(a) provides that “whoever * * *
intentionally accesses without authorization a
facility through which an electronic communication
service is provided * * * and thereby obtains, alters,
or prevents authorized access to a wire or electronic
communication while it is in electronic storage in
such system shall be punished.”

The prohibition of unlawful access set forth in
Section 2701 and the disclosure regulations set forth
in Sections 2702(a)(1) and 2703(a) all apply to
communications that are in “electronic storage,”
which is defined as:

(A) any temporary, intermediate storage of a wire
or electronic communication incidental to the
electronic transmission thereof; and

but not a probable cause warrant,’” and “was intended ‘to guard
against “fishing expeditions” by law enforcement.’” 2 LaFave,
Criminal Procedure § 4.8(c), at 534 (quoting H.R. Rep. No. 103-
827, at 31-32 (1994)).
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(B) any storage of such communication by an
electronic communication service for purposes of
backup protection of such communication[.]

18 U.S.C. § 2510(17); id. § 2711(1). The scope of the
SCA’s disclosure provisions and its protections
accordingly turns on exactly what is encompassed by
this definition.

Any person aggrieved by a violation of the Act may
file a civil cause of action against anyone who
violated a provision of the SCA “with a knowing and
intentional state of mind.” Id. § 2707(a).

B. Proceedings Below

1. Lee Jennings filed suit under the SCA’s civil
provisions. The facts are straightforward and not in
dispute. Jennings’ wife, Gail, found a card for
flowers in her car that she suspected was not for her.
Pet. App. 2a. When she confronted Jennings, he
confessed that he had fallen in love with another
woman, but would not reveal her name. Id. Gail and
Jennings separated that day. Pet. App. 20a.

Gail told her daughter-in-law from a prior
marriage, Holly Broome, what had happened. Pet.
App. 2a. Broome had previously worked with
Jennings and knew that he had a private Yahoo e-
mail account. Id. She was able to hack into
Jennings’ Yahoo account by correctly guessing the
answers to his security questions and resetting the
password. Id. She snooped around and discovered
several e-mails between Jennings and his paramour.
She printed them, and distributed copies to Gail,
Gail’s divorce attorney, and a private investigator
whom Gail had hired. Id. Broome did not read any
unopened messages; they had all previously been
opened and read by Jennings. Pet. App. 16a, 53a.
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2. Jennings sued Gail, Broome, the attorney, and
the investigator in the Court of Common Pleas for
the Fifth Judicial Circuit of South Carolina, alleging
violations of the SCA and several state laws. The
circuit court granted summary judgment to the
defendants on the SCA cause of action, holding that
the e-mails accessed by Broome were not in
“electronic storage,” as required for a violation of the
SCA. Pet. App. 53a; see 18 U.S.C. §§ 2701(a)(1),
2707(a). The court reasoned that the e-mails failed
to satisfy the first part of the definition of “electronic
storage” because the “e-mails had already been
transmitted and had reached their final destination”;
thus they could not be in “temporary, intermediate
storage * * * incidental to the electronic
transmission.” Pet. App. 53a; 18 U.S.C.
§ 2510(17)(A).

The court further held that whether an email is
stored “for purposes of backup protection,” as
specified in the second prong of the definition,
depends on the electronic communications service’s
purpose in storing the email, and not on any purpose
the user may have had. Pet. App. 54a-56a. Because
Yahoo was not storing the e-mails for its own
“purposes of backup protection,” the court reasoned
that the e-mails failed to satisfy the second prong of
the definition of electronic storage. Id. The circuit
court accordingly dismissed the SCA claim against
Broome, as well as against the other defendants
because there was no evidence that they had
personally violated the statute. Pet. App. 57a-58a.
It also dismissed Petitioner’s additional state law
claims.

3. The South Carolina Court of Appeals reversed
the dismissal of the SCA cause of action against
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Broome. That court “unquestionably” viewed Yahoo
as an “electronic communications service” because
Yahoo “provides its users with the ability to send or
receive electronic communications.” Pet. App. 30a;
see 18 U.S.C. § 2510(15); S. Rep. No. 99-541, at 14
(“[E]lectronic mail companies are providers of
electronic communication services.”). The court then
held that e-mails stored by Yahoo like Petitioner’s
were in “electronic storage” under subsection (B) of
the definition: they were stored “for purposes of
backup protection,” even though they were in a post-
transmission state. Pet. App. 34a. The court
reasoned that “one of the purposes of storing a
backup copy of an email message on an ISP’s server
after it has been opened is so that the message is
available in the event the user needs to retrieve it
again.” Id. In so holding, it explicitly agreed with
the analysis of the Ninth Circuit regarding this very
issue in Theofel v. Farey-Jones, 359 F.3d 1066 (9th
Cir. 2004), and concluded that Broome could be
liable. Pet. App. 34a, 40a.

The defendants had argued that “because
[Jennings] ha[d] not claimed that he saved the
emails anywhere else, the storage of his emails could
not have been for the purposes of backup protection.”
Pet. App. 35a. The Court of Appeals disagreed. It
cited numerous court decisions that it read as
consistent with Petitioner’s cause of action. Id.
(citing Cardinal Health 414, Inc. v. Adams, 582 F.
Supp. 2d 967, 976 (M.D. Tenn. 2008); Pure Power
Boot Camp v. Warrior Fitness Boot Camp, 587 F.
Supp. 2d 548, 555 (S.D.N.Y. 2008); Fischer v. Mt.
Olive Lutheran Church, Inc., 207 F. Supp. 2d 914,
925-926 (W.D. Wisc. 2002)). Further, it explained
that the defendants’ interpretation would lead to
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“strange results”: If their argument were to prevail,
“unauthorized access of a person’s emails from an
[electronic communications service] would be
unlawful if the person had previously saved his
emails somewhere else, but would be perfectly lawful
if the person had not done so.” Pet. App. 35a-36a.
That result would make no sense, since “a person
whose emails were stored solely with an [electronic
communications service] would generally suffer
greater harm if someone ‘alter[ed]’ or ‘prevent[ed]
authorized access’ to his ECS-stored emails than a
person who had saved his emails in additional
locations.” Id. (emphasis added). Finally, the court
found further support in the legislative history of the
SCA. Pet. App. 36a.

4. The South Carolina Supreme Court granted
certiorari to address whether “the e-mails in
question were * * * in ‘electronic storage’ as defined
by 18 U.S.C. § 2510(17).” Pet. App. 3a. A badly
fragmented court reversed the Court of Appeals,
issuing three separate opinions based on three
different rationales. Justice Hearn, joined by Justice
Kittredge, wrote that the e-mails on the Yahoo
server were not stored “for purposes of backup
protection” because they were not also stored
elsewhere. Noting that the “ordinary meaning of the
word backup is ‘one that serves as a substitute or
support,’” Justice Hearn believed that “Congress’s
use of the word backup necessarily presupposes the
existence of another copy.” Pet. App. 7a. Jennings
did not download or save another copy of the e-mails
in question to another location; therefore, they could
not be “stored for backup protection.” Id.

Chief Justice Toal, joined by Justice Beatty,
concurred in the judgment but offered an entirely
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different rationale. She believed that the “and” in
the definition of electronic storage was conjunctive—
not disjunctive—so that electronic storage requires
“temporary, intermediate storage” incidental to
transmission “and” storage “for purposes of backup
protection.” 18 U.S.C. § 2510(17) (emphasis added).
Only emails that meet both conditions are in
electronic storage under this reasoning. Pet. App.
14a. Because the e-mails in question had already
been opened by Jennings, and had already reached
their final destination, they were not in “temporary”
and “intermediate” storage and thus not in
“electronic storage.” Pet. App. 14a-16a. The upshot
of her reading was that “backup” referred only to “‘a
copy made by the service provider for administrative
purposes’” in the course of transmission. Pet. App.
11a (quoting Orin Kerr, A User’s Guide to the Stored
Communications Act, and a Legislator’s Guide to
Amending It, 72 Geo. Wash. L. Rev. 1208, 1217 n.61
(2004)). Chief Justice Toal recognized the conflict
between her reasoning and the Ninth Circuit’s in
Theofel. She “advocate[d] a rejection of Theofel
entirely” and instead adopted the interpretation
found in the DOJ Manual. Pet. App. 13a.

Justice Pleicones concurred in the result. He
agreed with Chief Justice Toal that “backup
protection” referred only to backups of “temporary
storage of communications during the course of
transmission,” thus rejecting the Ninth Circuit’s
decision in Theofel. Pet. App. 18a. But he disagreed
with the Chief Justice’s opinion that the “and” in the
definition of electronic storage was conjunctive; he
thought that the two prongs of the definition were
“necessarily distinct.” Id.

This petition followed.
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REASONS FOR GRANTING THE PETITION

Certiorari review is warranted here. A clear
conflict exists between the decision below and the
Ninth Circuit’s decision in Theofel. Only this Court
can resolve the split created by these decisions.

Given the prevalence of email (and other stored
electronic communications), the SCA is a vital
statute that governs how we live our lives. And its
privacy protections hinge on the proper
interpretation of the term “electronic storage.” The
question this petition presents arises hundreds of
times every day in the law enforcement context
alone, as federal or state investigators seek to compel
e-mail providers to turn over the contents of user
messages. And because e-mail providers’ customers
write and read emails from all over the country, e-
mail providers—as well as their customers and law
enforcement—are in the untenable position of not
knowing when the SCA’s protections are triggered.
The prevalence of cloud computing, which exists
untethered to a particular jurisdiction, makes this
one area of law where consistency is uniquely
demanded. Moreover, the decision below is wrong.
It conflicts with the text and purpose of the SCA and
should be reversed.

Despite the fact that the SCA is the main source of
privacy protection for e-mails, text messages, and
other increasingly prevalent forms of electronic
communication, in the quarter-century since its
passage, this Court has never addressed it. Given
the pervasiveness of e-mail in modern American
society, and the centrality of the question presented
to the structure of the SCA, this Court’s guidance is
sorely needed.
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I. THE DECISION BELOW CONFLICTS WITH
DECISIONS OF OTHER LOWER COURTS.

The South Carolina Supreme Court has clearly
“decided an important federal question in a way that
conflicts with the decision of * * * a United States
court of appeals.” S. Ct. R. 10(c). Three of the five
Justices expressly “advocate[d] a rejection of Theofel
entirely.” Pet. App. 13a, 18a. The two other Justices
“question[ed] the reasoning expressed in Theofel.”
Pet. App. 7a. Even before this case, the Department
of Justice had recognized “a split between two
interpretations of ‘electronic storage,’” DOJ Manual
123, which the decision below deepens. Indeed, a
leading academic authority on the SCA has
recognized that the decision below “creates a clear
split with Theofel.” Orin Kerr, South Carolina
Supreme Court Creates Split With Ninth Circuit on
Privacy in Stored E-Mails—And Divides 2-2-1 on the
Rationale, Volokh Conspiracy, Oct. 10, 2012
[hereinafter Kerr, Split with Ninth Circuit].7 This
Court should grant the petition to resolve the
conflict.

1. Theofel v. Farey-Jones involved an overly broad
subpoena served during discovery in a civil lawsuit.
359 F.3d at 1071. Farey-Jones was the defendant in
that civil suit and used a “patently unlawful” and
“massively overbroad” subpoena to compel an
Internet service provider, NetGate, to turn over “[a]ll
copies of e-mails sent or received by anyone” at a
particular company. Id. at 1071-72. NetGate turned
over many of those e-mails, even though “[m]ost were
unrelated to the litigation, and many were privileged

7 Available at http://www.volokh.com/2012/10/10/sourth-
carolina-supreme-court-deepens-split-on-privacy-in-stored-e-
mails-and-divides-2-2-1-on-the-rationale/.
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and personal.” Id. When employees of the company
learned what had happened, they separately sued
Farey-Jones and his lawyer for violating the SCA.

The SCA exempts from civil liability conduct
“authorized * * * by the person or entity providing
* * * an electronic communications service.” 18
U.S.C. § 2701(c)(1). The district court had dismissed
the suit on the ground that NetGate had
“authorized” the defendants’ access. The Ninth
Circuit, per Judge Kozinski, held that the defendants
lacked a valid “authoriz[ation]” under section 2701,
because they had “procured consent” (with the
subpoena) to access the e-mails “by exploiting a
known mistake that relate[d] to the essential nature
of [that] access.” 359 F.3d at 1073.

The Ninth Circuit then considered whether the e-
mails that had been accessed were in “electronic
storage” such that they could be the basis for suit
under the SCA. The defendants, and the United
States as amicus curiae, contended that the e-mails
were no longer in “electronic storage” because they
had already been opened and read by the plaintiffs.
They argued that “electronic storage” did not include
any “post-transmission storage” at all. Id. at 1075.
The Ninth Circuit unanimously rejected that
argument. It held that “messages remaining on an
ISP’s server after delivery * * * fit comfortably
within subsection (B)” of the definition of electronic
storage, which covers e-mails stored “‘for purposes of
backup protection.’” Id. at 1075 (quoting 18 U.S.C.
§ 2510(17)(B)).

Judge Kozinski’s opinion for the court noted that
an “obvious purpose for storing messages on an ISP’s
server after delivery is to provide a second copy of
the message in the event the user needs to download



17

it again.” Id. at 1075. He further noted that
“nothing” in the SCA “requires that the backup
protection be for the benefit of the ISP rather than
the user.” Id. In short, the Ninth Circuit rejected
the defendants’ and United States’ interpretation as
“contrary to the plain language of the Act.” Id.

Moreover, as the Ninth Circuit explained, that
interpretation would “render[] subsection (B)
essentially superfluous.” Id. If subsection (B)
“applies only to backup copies of messages that are
themselves in temporary, intermediate storage under
subsection (A)”—then subsection (B) would be
“drain[ed] * * * of independent content.” Id. at 1076.
That is because “virtually any backup of a subsection
(A) message will itself qualify as a message in
temporary, intermediate storage.” Id.

The Ninth Circuit therefore concluded that “prior
access is irrelevant to whether the messages at issue
were in electronic storage.” Id. at 1077 (emphasis
added). Thus, in the nine states comprising the
Ninth Circuit, the SCA and its privacy protections
apply equally to e-mails that have been read and to
those that are unread. And federal and state law
enforcement in those nine states are simply stuck
with a rule at odds with the interpretation of the
statute in the DOJ Manual. See DOJ Manual 122-
125.

2. As detailed above, the South Carolina Supreme
Court “reject[ed] * * * Theofel entirely” and
“adopt[ed]” the Department of Justice’s “‘traditional
interpretation’ of the SCA.” Pet. App. 13a. Chief
Justice Toal explained that when “an e-mail has
been received by a recipient’s service provider but
has not yet been opened by the recipient, it is in
electronic storage.” Pet. App. 15a (citing Steve
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Jackson Games, Inc. v. United States Secret Serv.,
36 F.3d 457, 461 (5th Cir. 1994)). But then she
parted ways with the Ninth Circuit: “When the
recipient opens the e-mail, however, the
communication reaches its final destination. If the
recipient chooses to retain a copy of the e-mail on the
service provider’s system, the retained copy is no
longer in electronic storage because it is no longer in
‘temporary, intermediate storage * * * incidental to *
* * electronic transmission.’” Id. (citing Fraser v.
Nationwide Mut. Ins. Co., 135 F. Supp. 2d 623, 635-
636 (E.D. Pa. 2001)). In her view, subsection (B)
applies only to “‘copies of unopened e-mails made by
the ISP for its administrative purposes.’” Pet. App.
10a-11a (quoting Kerr, A User’s Guide to the SCA, at
1217 n.61).

Chief Justice Toal was joined by Justice Beatty in
her opinion, and Justice Pleicones agreed with the
substance of their analysis in a separate opinion. In
his view, “[t]he ‘backup’ covered by subsection (B) is
a copy made by the service provider to back up its
own servers. It does not include an original e-mail
that has been transmitted to the recipient and
remains on the provider’s server after the recipient
has opened or downloaded it.” Pet. App. 18a. In
sum, the court clearly “reject[ed]” Theofel. Pet. App.
13a.

3. The U.S. Department of Justice’s “traditional
interpretation” of the SCA—referred to several times
in the opinions below—is set out in a published
manual. See DOJ Manual 122-125. There, the
Department explains that “the ‘backup’ component of
the definition of ‘electronic storage’ refers to copies
made by an ISP to ensure system integrity.” Id. at
124. It acknowledges that its view is a “narrow” one,
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and that it was “rejected by the Ninth Circuit in
Theofel.” Id. Nonetheless, the Manual instructs
“law enforcement” outside the Ninth Circuit that
they “may continue to apply the traditional
interpretation of ‘electronic storage,’” while
conceding that law enforcement personnel within the
Ninth Circuit are bound by Theofel.

4. To add to the confusion, district courts are all
over the map in interpreting when e-mails are
electronically stored for purposes of the SCA. “The
majority of courts that have addressed the issue have
determined that ‘prior access is irrelevant to whether
the messages at issue were in electronic storage,’
concluding that electronic communications that are
stored on a server hosting an electronic
communication service after they have been
delivered to an end-user remain in ‘electronic
storage’ provided they are retained for purposes of
backup protection.” Council on Am.-Islamic
Relations Action Network, Inc. v. Gaubatz, 793 F.
Supp. 2d 311, 336-337 (D.D.C. 2011) (agreeing with
the majority view); see, e.g., Cardinal Health 414,
Inc. v. Adams, 582 F. Supp. 2d 967, 976 (M.D. Tenn.
2008); Pure Power Boot Camp v. Warrior Fitness
Boot Camp, 587 F. Supp. 2d 548, 556 (S.D.N.Y.
2008); Bailey v. Bailey, 2008 WL 324156 (E.D. Mich.
Feb. 6, 2008). Two district courts in the Third
Circuit, however, have hewed to the Justice
Department’s narrow interpretation. Bansal v. Russ,
513 F. Supp. 2d 264, 276 (E.D. Pa. 2007); Fraser v.
Nationwide Mut. Ins. Co., 135 F. Supp. 2d 623, 636
(E.D. Pa. 2001). But the Third Circuit has called
that narrow interpretation “questionable” without
deciding the issue. Fraser v. Nationwide Mut. Ins.
Co., 352 F.3d 107, 114 (3d Cir. 2003).
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Some courts, relying on “dicta in Theofel,” have
held that opened e-mails stored by web-based e-mail
providers are not in electronic storage, because there
is not always a separate copy stored on a user’s own
computer. Crispin v. Christian Audigier, Inc., 717 F.
Supp. 2d 965, 987 (C.D. Cal. 2010); United States v.
Weaver, 636 F. Supp. 2d 769, 770 (C.D. Ill. 2009).
Other courts have indicated that, under Theofel,
opened e-mails stored by web-based providers such
as Yahoo are protected. Bailey, 2008 WL 324156, at
*6. This widespread confusion in the district courts
accompanying a clear split between courts of last
resort further supports granting certiorari here. See
E. Gressman et al., Supreme Court Practice § 4.8, at
256-257 (9th ed. 2007).

* * *

The Ninth Circuit’s decision in Theofel and the
South Carolina Supreme Court’s decision in this case
are in irreconcilable conflict. The Ninth Circuit
“reject[ed]” DOJ’s traditional interpretation of the
SCA, 359 F.3d at 1075; the decision below
“adopt[ed]” it, Pet. App. 13a. In South Carolina, e-
mails in post-transmission storage can never be in
electronic storage under the SCA, Pet. App. 15a, 18a;
in the Ninth Circuit, “prior access is irrelevant to
whether the messages at issue [a]re in electronic
storage.” 359 F.3d at 1077. The decision below could
not have been clearer in recognizing that it was
creating a split; it “advocate[d] a rejection of Theofel
entirely.” Pet. App. 13a.

While it is often advisable for this Court to let
issues percolate, this is the rare case in which
certiorari is justified despite the fact that many
appellate courts have not decided the issue. The case
presents a pure issue of law, and competing views of
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the statute have been fully ventilated by the courts
below. The United States has already weighed in on
its interpretation of the statute and the existence of
a “split” in authority. DOJ Manual 123.

And it may take a long time for the Court to see
this issue again: it is not litigated nearly as
frequently as its importance warrants. Practically
speaking, the most important function of the
definition of “electronic storage” is to delimit the
scope of the warrant requirement under section
2703. But the SCA—unlike the Fourth Amendment
or the Wiretap Act—does not contain a suppression
remedy: evidence obtained in violation of the SCA
can still be used against an accused in a criminal
proceeding. Kerr, Lifting the Fog, at 807, 817; see 18
U.S.C. §§ 2515, 2518(10)(a), 2712(d). Moreover, the
statute only authorizes civil actions against the
United States in cases of “willful” violation of the
SCA. 18 U.S.C. § 2712(a). Accordingly, criminal
defendants have little incentive to litigate violations
of the SCA. The dearth of decisions in the United
States Courts of Appeals is simply a reflection of the
fact that the statute lacks a suppression remedy; it is
not an accurate reflection of the SCA’s importance.

The Court should not, therefore, let this confusion
linger. The question presented is simply too
important, and opportunities to answer it too rare.
Rather, the Court should resolve “the growing
number of conflicting federal and state decisions on
this [federal statutory] issue.” St. Martin
Evangelical Lutheran Church v. South Dakota, 451
U.S. 772, 780 (1981).
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II. THE MEANING OF ELECTRONIC STORAGE IS
AN IMPORTANT, RECURRING FEDERAL
STATUTORY ISSUE.

The SCA is the basic federal law protecting the
privacy of Americans’ e-mail, and the definition of
electronic storage is a central component of that law.
As one treatise has put it, “whether a communication
is in electronic storage or not, can be crucial in
determining what level of legal process the
government must present before acquiring access to
stored communications.” 1 J. Carr & P. Bellia, The
Law of Electronic Surveillance § 4:76, at 541 (2012).
And yet the courts are in utter disarray over how to
interpret that definition.

E-mail is ubiquitous. According to one estimate,
107 trillion e-mails were sent worldwide in 2010
alone. Woodrow Hartzog, Chain-Link Confidential-
ity, 46 Ga. L. Rev. 657, 679 n.89 (2012). As of 2009,
the four most popular providers of web-based e-mail
served 226.4 million users in the United States,
accounting for about 73.5% of the population. Kory
R. Watson, Note, Unauthorized Access to Web-Based
E-Mail, 35 S. ILL. U. L.J. 543, 543 (2011). Whether—
and under what circumstances—the government can
access personal, confidential messages in these
hundreds of millions of Americans’ email accounts
hinges on the outcome of this case.

Were the Court to grant certiorari, the
consequences of its decision would be felt hundreds
of times every day. For example, in the six-month
period between January and June of 2012, Google
(which operates Gmail, one of the most popular web-
based e-mail services) received 7,969 requests from
the U.S. government to turn over user data. See
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Google Transparency Report.8 Those requests
covered 16,281 separate user accounts. Id. That
amounts to requests for data from almost 90
accounts per day—and that is just from Google. The
outcome of those requests will often turn on the
interpretation of the SCA. And the “number of
requests [Google] receives for user account
information as part of criminal investigations has

increased year after year.” Id.9 The question
presented in this case will determine whether the
government needs a search warrant for many of
those requests.

The question is not only vitally important; it also
concerns an area of law where there is a special need
for uniformity. Customers of e-mail providers are
scattered throughout the country. To have the SCA
mean different things in different places makes
complying with the government’s many requests
extremely burdensome. Indeed, “[m]any Internet
companies * * * acknowledge that access to
information is important for fighting crime and
terrorism, but say they are dealing with a patchwork
of confusing standards that have been interpreted
inconsistently by the courts, creating uncertainty.”
Miguel Heft & Claire Cain Miller, 1986 Privacy Law
Is Outrun by Web, N.Y. Times, Jan. 10, 2011, at A1.
That kind of legal uncertainty imposes significant
burdens on the entire technology industry.

This uncertainty is amplified by the lack of clarity
not only as to what the law is, but also as to what

8 Available at http://www.google.com/transparencyreport/
userdatarequests/.

9 Available at http://www.google.com/transparencyreport/
userdatarequests/US/?p=2012-06.
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jurisdiction’s law even applies. United States v.
Weaver is illustrative of the confusion. There, the
government sought to compel compliance with a
subpoena. 636 F. Supp. 2d at 770. The district
court, located in the Seventh Circuit, held that it was
not bound by the Ninth Circuit’s decision in Theofel,
even though Microsoft (the e-mail provider in the
case) and its servers were located in the Ninth
Circuit. The meaning of the SCA—and the strength
of its privacy protections—should not vary based on
where the litigation arises, where the individuals
accessed their email accounts, whether the email
account is a web-based Yahoo account or a software
based Outlook account, or where a particular server
is located. The kind of dynamic that the Internet
presents—especially as we are moving to an era of
cloud computing—“creates a strong need for a
uniform reading of the statute” everywhere in the
Nation. Kerr, Split with Ninth Circuit, supra.

The current disarray of reasoning and decisions is
not only burdensome for companies that provide e-
mail services; it is also burdensome to law
enforcement. As the Justice Department’s manual
on searching and seizing electronic evidence states,
“[a]gents and prosecutors must apply the various
classifications devised by the SCA’s drafters to the
facts of each case to figure out the proper procedure
for obtaining the information sought.” DOJ Manual
116. And “the definition of ‘electronic storage’ is
important because * * * contents in ‘electronic
storage’ for less than 181 days can be obtained only
with a warrant.” Id. at 123. Thus it is no surprise
that the manual calls the “split between two
interpretations of ‘electronic storage’” resulting from
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Theofel “[u]nfortunate[].” Id. The Court should step
in to relieve this headache for law enforcement.

Finally, this issue is important to ordinary
Americans. E-mail is pervasive in modern life, and
the number of communications in the cloud is
staggering. Users of Gmail, Hotmail, Yahoo,
Dropbox, text messages, and Facebook—just to name
a few common providers—could all be affected.
Given the uncertain application of the Fourth
Amendment, the SCA is the critical source of the
“right of the people to be secure” in these domains.
See U.S. Const. amend. IV. Moreover, Americans
must comply with the criminal prohibition of section
2701; the present uncertainty means that whether
certain conduct is a crime can turn on the
happenstance of geography.

* * *

In short, this statutory interpretation question is
poised for review. While the vast majority of
Americans use e-mail and other forms of cloud
computing, the rules governing how and when
private parties and law enforcement can access or
disclose these communications are unsettled and
conflict from jurisdiction to jurisdiction. This creates
tremendous burdens for Internet service providers,
law enforcement, and all of us who send and receive
emails.

III. THE DECISION BELOW CONTRAVENES THE
TEXT AND PURPOSE OF THE STORED
COMMUNICATIONS ACT.

Furthermore, the decision below is wrong. It
cannot be squared with the text and purpose of the
SCA. The majority of Justices below held that
subsection (B) of the definition of “electronic storage”
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refers only to backups made by e-mail providers for
their own administrative purposes. Pet. App. 15a-
16a, 18a. There are at least three flaws with this
reading.

1. As an initial matter, it is not supported by the
plain text of the statute. Subsection (B) covers e-
mails stored “for purposes of backup protection.”
Nothing in the text specifies that the relevant
“purpose” is that of the e-mail provider, and the
decision below offers no persuasive reason why the
definition should be so circumscribed. Rather,
“backup protection” plainly refers to the purpose of
the user or the provider. Moreover, whether or not
an e-mail has already been read has no bearing on
whether it is a “backup”; if anything, an e-mail is
more likely to be a backup once it has been read.
Finally, subsection (B) does not textually distinguish
between “intermediate” and post-transmission
storage, as does subsection (A). There is no warrant
for importing that limitation into subsection (B). E-
mails are often read only minutes after they have
been sent; the SCA would be gravely undermined if
its privacy protections were so fleeting. Plainly read,
subsection (B) does not narrow the scope of electronic
storage as the Department of Justice and decision
below suggest.

The United States, in Theofel, countered that,
because subsection (B) refers to storage of “such
communications,” it applies only to communications
that already meet the definition of subsection (A) by
being in temporary, intermediate storage. Not so.
“Subsection (A) identifies a type of communication (‘a
wire or electronic communication’) and a type of
storage (‘temporary, intermediate storage * * *
incidental to the electronic transmission thereof’).
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The phrase ‘such communication’ in subsection (B)
does not, as a matter of grammar, reference
attributes of the type of storage defined in subsection
(A).” Theofel, 359 F.3d at 1076. The phrase means
only that the communication must be of the proper
type—wire or electronic, such as an e-mail. The
government might have an argument if subsection
(B) read “a communication in such storage”; as it is,
“‘such communication’ is nothing more than
shorthand for a ‘wire or electronic communication.’”
Id.

2. The second flaw in the decision below is that it
renders subsection (B) surplusage. It is a well-
established canon of interpretation that a “‘statute
should be construed so that effect is given to all its
provisions, so that no part will be inoperative or
superfluous, void or insignificant.’” Corley v. United
States, 556 U.S. 303, 314 (2009) (citation omitted).
Both the decision below and the DOJ’s “traditional
interpretation” flout that canon: they “drain[]

subsection (B) of independent content.” Theofel, 359
F.3d at 1076. A backup made by an e-mail provider
in the course of transmission would already qualify
as “temporary, intermediate storage” under
subsection (A). So subsection (B) would add nothing.

3. The third flaw is that the decision below (and the
Justice Department’s view) results in the anomalous
consequence that non-content records receive more
protection than the content of messages sent and
received. The government needs either a warrant or
a 2703(d) order to compel an e-mail provider to turn
over the non-content records of a user. 18 U.S.C.
§ 2703(c). Under the government’s reading of the
statute, however, a simple subpoena would suffice to
compel production of the contents of e-mails once
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they have been read. Non-content records include
things like the address of the intended recipient, or
the date and time a message was sent. They are
similar to the writing on the outside of an envelope.
It is inconceivable that Congress, attempting to
revitalize the Fourth Amendment, would make it
harder for the government to read the envelope than
the letter.

4. Two Justices below, like the district court in
Weaver, held that even assuming the correctness of
Theofel, the definition of “electronic storage” is not
applicable to storage by web-based e-mail providers.
Rather, it only includes e-mail providers that must
be used in conjunction with software like Outlook or
Lotus Notes. The reason for the distinction is that
“[u]sers of web-based e-mail systems * * * default to
saving their message only on the remote system.”
Weaver, 636 F. Supp. 2d at 772. Outlook and similar
programs, by contrast, download a copy of an e-mail
onto a user’s own machine. Since it is possible (the
argument goes) that a user of a web-based e-mail
service has not downloaded copies of her messages
from the provider’s server to her own machine, post-
transmission copies are not stored “for purposes of
backup protection.” That is because a backup
“presupposes the existence of another copy.” Pet.
App. 7a.

That argument leads to absurd and unworkable
results. American Tobacco Co. v. Patterson, 456 U.S.
63, 71 (1982) (“Statutes should be interpreted to
avoid untenable distinctions and unreasonable
results whenever possible.”). It would make no sense
for the question of whether an e-mail should receive
protection to hinge on the use of a program such as
Outlook. Indeed, if the only copy of an e-mail were
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online, it would be considerably worse if someone
were to hack into an account to delete it or
“prevent[ ] authorized access” to it. 18 U.S.C. §
2701(a). Yet, under the reasoning below, a hacker
could do that with impunity under the SCA.

Moreover, the reasoning of these two Justices does
not even succeed in protecting law enforcement
interests. It would require the government and
Internet service providers to ascertain how an e-mail
user reads her e-mails to know whether a warrant is
needed. If she uses Outlook or Lotus Notes (which is
perfectly possible with a web-based provider), the
government would need a warrant; if not, a subpoena
would suffice. But this information would be
difficult, if not impossible, for law enforcement to
obtain in advance. Additionally, this reading is
totally unworkable given the prevalence of
smartphones. Many people use web-based e-mail
services in conjunction with a handheld device like
an iPhone or Blackberry. These devices do download
copies of e-mails. The government thus would also
be forced to determine whether a suspect uses a
smartphone, and whether the smartphone still
retains a copy of the e-mail being sought, in order to
know whether a warrant is required. The
uncertainty and strain would increase when an e-
mail has multiple recipients and only some have
opened the message, or when one recipient opts to
“mark” the e-mail as “unread” after reading it.
Given these totally unworkable possibilities, the
simpler rule is the far better choice: any e-mail in
storage by a web-based e-mail provider, read or
unread, is in “electronic storage.”

Additionally, the ordinary meaning of “backup”
does not presuppose the existence of another copy.
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The dictionary definition of backup is “a copy of
computer data.” Merriam-Webster’s Collegiate
Dictionary (11th ed. 2011). An e-mail stored with a
web-based e-mail provider is as much a “copy of
computer data” as an e-mail stored by a traditional
e-mail server. If one were to write a letter with a
carbon copy, the carbon copy would not cease to be a
“copy” merely because the recipient threw out the
original on arrival. Likewise, an e-mail stored by a
web-based e-mail service is a “copy of electronic data”
whether or not one uses a program like Outlook to
download another copy to a personal computer.

5. Finally, the SCA should be interpreted to cover
opened e-mails stored with a web-based provider
because of the canon of constitutional avoidance.
The U.S. Court of Appeals for the Sixth Circuit in
United States v. Warshak, 631 F.3d 266 (2010), has
held that an e-mail user “enjoys a reasonable
expectation of privacy in the contents of e-mails”
stored by an e-mail provider, and that the
government may not compel a provider “to turn over
the contents of a subscriber’s e-mail without first
obtaining a warrant based on probable cause.” Id. at
288. The Sixth Circuit further held that, “to the
extent that the SCA purports to permit the
government to obtain such emails warrantlessly, the
SCA is unconstitutional.” Id. The Petitioner’s
reading of the statute alleviates the constitutional
vulnerabilities of the SCA: all e-mails stored by an
e-mail provider can only be accessed pursuant to a
warrant based on probable cause, at least for 180
days or fewer.
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CONCLUSION

The decision below creates a clear split with the
Ninth Circuit on an exceptionally important federal
statute. The dizzying array of inconsistent readings
of that statute is burdensome to technology
companies, law enforcement, and individual citizens
trying to keep their private emails private.

The petition for a writ of certiorari should be
granted.
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