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BRIEF IN OPPOSITION 

Petitioner does not identify a genuine split 
between a Circuit Court or a state High Court (or any 
other Circuit) on “an important federal question.”  S. 
Ct. R. 10(a).  What it identifies, instead, is some 
disagreement between a two-Justice minority of the 
South Carolina Supreme Court and the Ninth Circuit 
on whether the fact that an email has been opened 
necessarily means that the email ceases to be in 
“electronic storage” under the Stored 
Communications Act (“SCA” or “the Act”), 18 U.S.C. 
§ 2510(17).  That tension did not drive the outcome in 
the South Carolina Supreme Court.  In fact, three of 
the five Justices resolved the case (albeit in divided 
fashion) on grounds that are in harmony with the 
reasoning of Theofel v. Farey-Jones, 359 F.3d 1066 
(9th Cir. 2004), and separate from the question 
Petitioner presents.  Nor can Petitioner conjure a 
review-worthy split by pointing to a handful of 
district court decisions purportedly in conflict.  Even 
if there were “disarray” in the trial courts (Pet. 24)—
and there is not—that would merely confirm the need 
for more percolation. 

This case also is a poor vehicle for providing law 
enforcement with the guidance that Petitioner insists 
is needed on the SCA’s tools and strictures.  This is 
not a case involving a search warrant, law 
enforcement exigencies, or any confusion on the part 
of e-mail service providers.  It is a civil action 
between two private parties.  The question presented 
is better resolved in a criminal case where it actually 
matters, and where law enforcement and service 
providers have litigated, and developed a full record 
on, how the SCA’s electronic storage provisions affect 
them.  If Petitioner is right about the question’s 
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prevalence (Pet. 22) and the district courts’ struggle 
with it (id. at 19), a better case will surely rise.  

The Court should deny the Petition. 

STATEMENT 

1.  Congress passed the SCA to regulate 
government access to electronic records.  In 
particular, Congress sought to create certain 
protections for such records that it believed were not 
provided by the Fourth Amendment.  See Pet. 4-8; 
Marc J. Zwillinger & Christian S. Genetski, Criminal 
Discovery of Internet Communications Under the 
Stored Communications Act: It’s Not a Level Playing 
Field, 97 J. CRIM. L. & CRIMINOLOGY 569, 569 (2007); 
Orin Kerr, A User’s Guide to the Stored 
Communications Act and a Legislator’s Guide to 
Amending It, 72 GEO. WASH. L. REV. 1208, 1212 
(2004).  Because Congress intended the Act to furnish 
“a set of Fourth Amendment-like protections” for 
computer networks, it focuses primarily on the 
government’s ability to search and seize electronic 
information in connection with criminal 
investigations and prosecutions.  See Kerr, supra, at 
1214.  As Petitioner notes, one of the statute’s most 
important functions is to define what procedures a 
law enforcement officer must follow to obtain 
electronic communications and records held by third 
parties.  See Pet. 21-22.  

a.  The SCA establishes two tiers of protections for 
electronic communications:  first, communications “in 
electronic storage” by an “electronic communication 
service” (“ECS”), 18 U.S.C. § 2703(a); and second, 
communications held by a “remote computing service” 
(“RCS”), id § 2703(b). 
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ECS functions include “any service which provides 
to users thereof the ability to send or receive wire or 
electronic communications.”  Id. § 2510(15); see also 
id. § 2711(1) (incorporating definition into SCA).  
Communications are “in electronic storage” in an 
ECS if they meet the following definition:  

(A) any temporary, intermediate storage 
of a wire or electronic communication 
incidental to the electronic transmission 
thereof; and 

(B) any storage of such communication 
by an electronic communication service for 
purposes of backup protection of such 
communication 

Id. § 2510(17).   

In contrast to ECS functions, RCS involves “the 
provision to the public of computer storage or 
processing services by means of an electronic 
communications system.”  Id. § 2711(2).  A provider of 
email services, like Yahoo! or Gmail, can provide both 
RCS and ECS services for copies of a particular 
email, depending on the type of storage it is in.  See 
Kerr, at 1216. 

The difference between ECS and RCS is material 
to the procedures law enforcement must follow to 
access certain electronic records, among other things.  
If a communication is in “electronic storage” in an 
ECS for less than 180 days, a law enforcement officer 
must obtain a warrant to access the communication.  
18 U.S.C. § 2703(a).  By contrast, an officer may 
access such communications that have been in 
“electronic storage” more than 180 days, or 
communications held by a “provider of [RCS],” with 
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either an administrative subpoena and prior notice to 
the subscriber, id. § 2703(b)(1)(B), or an 
administrative subpoena alone, if notification creates 
a risk of flight, evidence tampering, or other specified 
harms, id. § 2705.  

If a communication is not in “electronic storage” 
with an “electronic communications service” and is 
not held by a “remote computing service,” the 
procedural requirements of the SCA do not apply.  In 
that case, law enforcement may access such records 
subject only to the restrictions of the Fourth 
Amendment or other statutes.  See, e.g., United 
States v. Miller, 425 U.S. 435 (1976) (holding that 
petitioner had no Fourth Amendment right to 
challenge a subpoena to his bank for banking 
records); see also Kerr, supra, at 1213 (“If the 
provider fits within the two categories, the SCA 
protects the communication; otherwise, only Fourth 
Amendment protections apply”). 

b.  In addition to placing constraints on law 
enforcement, the SCA provides a limited private 
remedy.  See 18 U.S.C. § 2701.  Private relief is 
available only for making unauthorized access to 
communications that are “in electronic storage” with 
an ECS.  Id. § 2701(a)(2). The Act creates no private 
right of action for unauthorized access to information 
held by an RCS, regardless of the sensitivity of such 
information.  And there is no private right of action 
under the Act for unauthorized access to information 
that is stored by neither an ECS nor an RCS.   

2.  Petitioner Lee Jennings is the ex-husband of 
Gail Jennings.  Mrs. Jennings is the mother-in-law 
(through a son from a prior marriage) of Respondent 
Holly Broome. 
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In June 2006, Petitioner informed Mrs. Jennings, 
who had returned from being hospitalized, that he 
had fallen in love with another woman.  Joint Record 
on Appeal (“ROA”) in the State of South Carolina 
Court of Appeals 525.  Petitioner told Mrs. Jennings 
that he had corresponded with his girlfriend by 
email, but refused to reveal the woman’s identity.  Id. 
500, Pet. App. 47a.  Divorce proceedings ensued.  Pet. 
App. 48a. 

Mrs. Jennings confided this story to Broome, then 
aged 27.  See ROA 157, 462, 494, 496.  To help her 
mother-in-law identify Petitioner’s girlfriend and the 
extent of their relationship, Broome attempted to 
access the email account Petitioner maintained with 
Yahoo!.  Pet. App. 29a.  Yahoo! provides a “web-
based” email service that allows users to view and 
send emails using an Internet browser, without 
having to use a desktop program such as “Outlook” or 
“Notes Mail.”   

To access Petitioner’s account, Broome used a 
feature of Yahoo!’s email service that allows email 
users to recover a forgotten password by answering 
personal questions.  After Yahoo! provided Broome 
with a new password for Petitioner’s account, she 
used it to log into the normal web interface to 
Yahoo!’s email service.  See ROA 186. Broome found 
emails that revealed the extent of Petitioner’s 
infidelity and discredited his account of the 
relationship.  Id. at 503-04.  Although Broome 
printed the emails and provided information about 
them to a private investigator Mrs. Jennings had 
hired, id. at 160-61, 365, the investigator 
independently confirmed Petitioner’s affair, id. at 
476-78, 480.  The emails were never placed into the 
record of the divorce case.  Id. at 560. 
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3.  Petitioner sued Broome, Mrs. Jennings and the 
private investigator, alleging violations of various 
state laws as well as a violation of the Electronic 
Communications Privacy Act.  He later amended the 
complaint to add an SCA claim against each 
defendant.  ROA 104-05. 

The parties filed cross motions for summary 
judgment.  ROA 133, 164.  Petitioner stipulated that 
no email was “intercept[ed]” by Broome, and he 
waived his claims under the Electronic 
Communications Privacy Act and certain state laws.  
Pet. App. 46a.  In addition to challenging Petitioner’s 
SCA claim, Ms. Broom interposed an unclean hands 
defense, alleging that Petitioner sought to use this 
lawsuit to gain unfair advantage in his divorce 
proceedings.  See ROA 18.   

The trial court granted Broome’s motion for 
summary judgment, concluding in relevant part that 
Petitioner “failed to assert any basis for concluding 
the e-mails obtained by Defendant Broome met either 
definition of ‘electronic storage’ in § 2510(17).”  Pet. 
App. 57a.  The trial court also granted summary 
judgment to the other defendants on the SCA claim, 
and on the state law claims to all defendants.  Id. at 
51a-58a.  It did not reach  Broome’s unclean hands 
defense and other affirmative defenses. 

The South Carolina Court of Appeals affirmed the 
trial court’s grant of summary judgment to Mrs. 
Jennings and the private investigator, but reversed 
as to Broome.  Pet. App. 38a-41a.  The South 
Carolina Supreme Court reversed in a splintered 
decision comprised of three different opinions, none of 
which commanded a majority of the state High Court.  
Id. at 1a-18a. 
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REASONS FOR DENYING THE PETITION 

Petitioner’s central argument is that the decision 
below creates a “clear” and “irreconcilable” conflict 
with the Ninth Circuit’s decision in Theofel on the 
question whether “e-mails in post-transmission 
storage” can or cannot be “in electronic storage” 
under Section 2510(17).  Pet. 14, 20.  But the claimed 
“conflict” is illusory, and does not justify this Court’s 
intervention. 

In the first place, the decision of the South 
Carolina Supreme Court does not contain any 
controlling majority opinion, much less a majority 
that directly rejects Theofel’s holding that “prior 
access is irrelevant” to the electronic storage 
question.  See 359 F.3d at 1077.  Only two of the five 
Justices of the South Carolina Supreme Court 
expressly rejected Theofel’s holding on this issue (Pet. 
15a); two other Justices rested their opinion on a 
conclusion that is readily harmonized with Theofel 
(id. at 7a); and the fifth Justice got to the same result 
but not by rejecting Theofel’s holding on prior access 
(id. at 18a).  The badly fractured decision of one state 
supreme court—in a state that has produced no other 
published SCA decisions—does not create a “clear” or 
“irreconcilable” conflict with Theofel.   

Petitioner’s backup argument is that the single 
state High Court decision adds to a deepening split 
and “widespread confusion” in the district courts 
about the meaning of the SCA.  See Pet. 20.  The task 
of ironing out disagreements in the district courts is 
generally the business of the Circuits.  It does not 
usually warrant certiorari, and especially not here, 
where the “widespread confusion” the Petition cites is 
overstated. 
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Even if there were a clear split between the 
approach taken by a South Carolina Supreme Court 
majority and Theofel, the dispute would be academic 
for purposes of this case.  That is because Petitioner 
has not shown that the result here would be different 
if the case had arisen in the Ninth Circuit.  In fact, 
Theofel expressly opines that opened emails that are 
maintained only on a remote email server—like 
Jennings’ emails—are not “in electronic storage” 
under Section 2510(17)(B).  359 F.3d at 1077.  
Petitioner calls this aspect of Theofel “dicta” (Pet. 20), 
but the label does not obscure that Petitioner’s SCA 
claim would have failed in the Ninth Circuit.   

The case will not provide this Court with the 
opportunity to explore the law enforcement policies 
and concerns stressed by Petitioner.  Pet. 22-25.  This 
is a private dispute, involving only the SCA’s narrow 
private right of action.   Prudence cautions against 
stretching this case into a vehicle for advising law 
enforcement officers on how properly to “compel e-
mail providers to turn over the contents of user 
messages” (id. at 14).  The better course is to await a 
case that squarely presents, and has a developed 
factual record on, the circumstances in which the 
government “needs a search warrant” under the Act 
(id. at 23).  Both the “recurring” nature of the law 
enforcement requests (id at 22.), and the district 
court litigation on the question presented, indicate 
that “opportunities to answer it” (id. at 21) can and 
will arise in a case better suited to this Court’s 
review. 

If these considerations were not enough, the South 
Carolina Supreme Court arrived at the correct result.  
Under any reasonable construction of Section 
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2510(17)—and even under the Theofel decision that 
Petitioner touts—emails that are kept solely on web-
based servers are not in “electronic storage” and thus 
not actionable under the SCA. 

I. There Is No Split of Appellate-Level 
Authority on the Question Presented  

A. There is No Genuine Split Between 
the Decision Below and  Theofel  

Petitioner frames the question for certiorari as 
follows:  “[w]hether e-mails stored by an e-mail 
provider after delivery are in ‘electronic storage’ 
under the Stored Communications Act.”  Pet i.  It is 
on this issue that Theofel and the South Carolina 
Supreme Court’s “decision” here are said to be “in 
irreconcilable conflict.”  Id. at 20.  But the South 
Carolina High Court was divided in its approach to 
Section 2510(17), and its three separate opinions do 
not create a clear or direct split with Theofel. 

1.  In Theofel, the defendants subpoenaed, and 
were given access to, opened emails that were stored 
on the plaintiff’s ISP, NetGate.  The Ninth Circuit 
held that the emails were “in electronic storage” 
within the meaning of Section 2510(17), and therefore 
subject to the SCA’s civil liability provision.  359 F.3d 
at 1075.  It construed Section 2510(17) to establish 
two independent categories for emails “in electronic 
storage.”  First, it assumed that subsection (A), which 
covers “any temporary, intermediate storage” of an 
email “incidental to the electronic transmission 
thereof,” was limited to emails “stored on an ISP’s 
server pending delivery.”  Ibid.  Second, it read 
subsection (B), which covers “any storage of such 
communication by an [ECS] for purposes of backup 
protection,” to embrace emails stored on an ISP’s 
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server regardless of whether they were opened.  Ibid.  
The Ninth Circuit reasoned that a copy of an opened 
email left on a network server was stored “for 
purposes of backup protection” under subsection (B) 
because “[t]he ISP copy of the message functions as a 
‘backup’ for the user.”  Ibid.  Such storage, the Court 
explained, could “provide a second copy of the 
message in the event that the user needs to download 
it again.”  Ibid. 

2. Petitioner contends that in the decision below, 
“[t]hree of the five Justices expressly ‘advocate[d] a 
rejection of Theofel entirely,’” while “[t]he two other 
Justices ‘question[ed] the reasoning expressed in 
Theofel.’”  Pet. 15 (quoting Pet. App. 13a, 7a).  That is 
incorrect.  No three-justice majority “expressly 
reject[ed]” Theofel entirely, and the two justices who 
criticized part of Theofel’s reasoning actually arrived 
at a holding consistent with its test for “backup” 
storage under subsection (B).   

To get to a three-justice majority, the Petition 
aligns Chief Justice Toal’s opinion (joined by Justice 
Beatty) with Justice Pleicones’s separate 
concurrence.  Pet. 18.  Chief Justice Toal concluded 
that the definition of “electronic storage” in Section 
2510(17) “encompasses both subsections A and B.”  
Pet. App. 14a.  So construed, the statutory definition 
is limited to a service provider’s storage of unopened 
emails:  it covers only emails in “temporary storage, 
made in the course of transmission, by an ECS 
provider” (subsection (A)), or a “backup[] of such 
intermediate communications” (subsection (B)).  Id. 
at 15a.  “When the recipient opens the email,” Chief 
Justice Toal explained, “the communication reaches 
its final destination,” and any copy retained on a 
remote server no longer garners heightened ECS 
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protections.  Ibid.  In this respect, Chief Justice Toal 
“advocat[ed] rejection of Theofel entirely.”  Id. at 13a.   

Justice Pleicones did not even refer to Theofel.  
Nor is it clear that his opinion—even if it were 
deemed controlling—creates the conflict with Theofel 
that the Petition posits.  Justice Pleicones did not 
agree with Chief Justice Toal that subsection (B) was 
limited to backup copies of emails that remain in 
transit and thus are subject to subsection (A).  Justice 
Pleicones viewed the two subsections as referring to 
two distinct “types of storage,” with subsection (A) 
covering storage “temporary and incidental to 
transmission” and subsection (B), “a secondary copy 
created for backup purposes by the service provider.”  
Pet. App. 18a.  Even if emails have been opened, “[i]t 
does not end [Justice Pleicones’s] inquiry”; the court 
must also examine whether the emails are copies 
made by the service provider “for purposes of 
backup.”  Ibid.  This marks an important point of 
departure from Chief Justice Toal on the question 
that Petitioner presents:  Justice Pleicones’ approach 
does not categorically foreclose open emails from 
being “in electronic storage” under subsection (B).   

In focusing on the “backup function” grounding 
subsection (B)—instead of whether emails had been 
opened—Justice Pleicones’s analysis shares common 
ground with the approach taken by Justice Hearn.  
See Pet. App. 18a n.5.  Justice Hearn (joined by 
Justice Kittredge) placed dispositive weigh on the 
word “backup” in subsection (B), stressing that it 
“presupposes the existence of another copy.”  Id. at 
7a.  Whereas Justice Pleicones required the backup to 
be “made by the service provider to back up its own 
servers” (id. at 18a n.4), Justice Hearn’s approach 
encompasses a copy retained by a user on a remote 
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server so long as the email exists “in any other 
location” (id. at 7a).  This distinction was immaterial 
on the facts of this case, however, because the record 
showed that Petitioner kept a single copy of the 
opened emails on the Yahoo! server.  Whether 
assessed under Justice Hearn’s test or Justice 
Pleicones’ test, the email on Yahoo!’s server was not 
stored for “backup protection” within the meaning of 
subsection (B). 

On that critical point, the opinions joined by 
Justices Hearn, Kittredge, and Pleicones create no 
“irreconcilable conflict” with Theofel.  Cf. Pet. 20.  The 
same fact that was dispositive under the Hearn and 
Pleicones opinions—that the only copy of the emails 
existed on the servers of Petitioner’s service 
provider—would foreclose protection for Petitioner’s 
opened emails under Theofel.  Like Justice Hearn’s 
opinion, Theofel focused on “the ordinary meaning” of 
the “backup” language in subsection (B), and deemed 
it sufficient that emails on a remote server “function[] 
as a ‘backup’ for the user.”  359 F.3d at 1075 
(emphasis added).  The emails at issue there had 
been downloaded to company computers, making the 
copies stored on the remote Gateway servers “backup 
copies” under subsection (B).  See Opening Brief, 
Theofel v. Farey-Jones, 359 F.3d 1066 (9th Cir. 2004), 
at 6 (“Netgate serves as a secondary and temporary 
computer data storage facility for ICA emails; ICA’s 
primary storage is their office computer system.”).  
The Ninth Circuit made clear that absent an 
“underlying message,” a copy that exists solely on the 
remote server “is no longer performing any backup 
function.”  359 F.3d at 1076.   Importantly, the Ninth 
Circuit specifically distinguished situations—such as 
those here—where the only copy is stored on a remote 
computing service:   
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A remote computing service might be the only 
place a user stores his messages; in that case, 
the messages are not stored for backup 
purposes.   

Ibid. (emphasis added).1  As one Court has explained, 
opened emails that a user leaves only in his or her 
web-based email account (like Yahoo! or Gmail) are 
not “in electronic storage” under the reasoning of 
Theofel.  See United States v. Weaver, 636 F. Supp. 
2d 769, 773 (C.D. Ill. 2009).   

Despite their differences, Theofel and the opinions 
of Justices Hearn and Pleicones all point to the same 
outcome under the SCA:  Petitioner’s Yahoo! account 
contained the only copies of the emails he had read, 
meaning that those copies were not backing up 
anything, and thus were not “backup” copies for 
purposes of subsection (B).  Petitioner stresses that 
Justice Hearn “question[ed] the reasoning expressed 
in Theofel.”  Pet. 15.  But Justice Hearn’s skepticism 
was on an issue that was not load-bearing in this 
case:  whether merely leaving an opened email on a 
web-based server could constitute “storage for backup 
protection.”  Pet. App. 7a.  What ultimately matters 
under Justice Hearn’s approach is that Petitioner did 
not maintain separate copies of the email by 
“download[ing] them or sav[ing] another copy.”  Ibid.  
Those same facts would take Petitioner’s emails 
outside of subsection (B) under Theofel’s “backup” 
analysis. 
                                                 
1 As noted, a single service provider can provide both ECS and 
RCS services; which one it provides, even regarding the same 
email, depends on the type of storage in issue.  See Kerr, supra, 
at 1216.  The point of Theofel’s discussion is that the lone copy of 
the opened email stored on the remote server is in RCS storage. 
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The most that can be said on the question 
presented, then, is that there is a clear split between 
the Ninth Circuit and two South Carolina Supreme 
Court Justices (Toal, C.J., and Beatty, J.), tension 
with a third justice (Pleicones, J.), and immaterial 
analytic differences with two others (Hearn and 
Kittredge, JJ.).  And the opinions in this case 
comprise the only “decision by a state court of last 
resort” that Petitioner points to (cf. S. Ct. R. 10(a)), 
making this an isolated disagreement even among 
the state courts.  Indeed, even within South Carolina, 
the decisions in this case are the only published 
opinions addressing the SCA.  This is not a situation 
calling for certiorari.   

B. Petitioner Fails to Show Any Other 
Split Warranting Certiorari 

1.  Apart from Theofel, Petitioner cites no federal 
appellate decision addressing the extent to which 
opened emails left on a web-based server are “in 
electronic storage” under the SCA.  As Petitioner 
concedes, the Third Circuit flagged, but did not reach, 
the meaning of “in electronic storage” in another 
context.  Pet. 19 (citing Fraser v. Nationwide Mut. 
Ins. Co., 352 F.3d 107, 114 (3d Cir. 2003)).  Petitioner 
implies that the Sixth Circuit has expressed views on 
the issue (id. at 30), but the cited decision does no 
more than note, in dicta, the government and 
academic criticism of Theofel, see United States v. 
Warshak, 631 F.3d 266, 291-92 (6th Cir. 2010). 

Petitioner’s assertion that “many appellate courts 
have not decided” the question presented (Pet. 20) is 
an understatement.  Only one federal appellate 
court—the Ninth Circuit in Theofel—has answered 
the question presented.  See ibid.  There is no federal 
Circuit split on that question.   
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2.  Petitioner’s assertion that “district courts are 
all over the map” on the meaning of Section 2510(17) 
(Pet. 19), even if true, would only underscore the need 
for further consideration by the lower courts.   

The Courts of Appeals bear responsibility, in the 
first instance, for reviewing and guiding the district 
courts.  See Fleming v. Rhodes, 331 U.S. 100, 109 
(1947) (Frankfurter, J., dissenting) (district courts 
“are subject to review as a matter of course by the 
circuit courts of appeals”).  If the issue is as 
important and recurring as Petitioner suggests (Pet. 
19, 23-25), additional Circuits will join the Ninth 
Circuit in addressing it.  While Petitioner insists that 
the “opportunities to answer [the question presented 
are] too rare” to pass up (id. at 21), his string citation 
of district court cases (id. at 19) indicates that cases 
addressing the question presented are likely to 
materialize.  If and when a split squarely develops at 
the appellate level, then there will be cause for 
certiorari.  

In any event, the smattering of district court 
decisions that petitioner cites do not reflect 
“widespread confusion” (Pet 20).  Some of the cited 
cases do not squarely address the question Petitioner 
presents.  See Council on American-Islamic Relations 
Action Network, Inc. v. Gaubatz, 793 F. Supp. 2d 311, 
336-337 (D.D.C. 2011) (stating inclination to follow 
“majority” view in holding prior access irrelevant to 
Section 2510(17)(B), but concluding that “[a]t this 
early stage, Plaintiffs have put forward sufficient 
factual allegations to state a plausible claim for 
relief”) (emphasis added).  Others address the issue 
only in passing, and with no reasoned analysis.  See 
Bansal v. Russ, 513 F. Supp. 2d 264, 276 (E.D. Pa. 
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2007).  These cases do not provide cause for granting 
review.   

Having failed to demonstrate the existence of a 
split on the question presented, Petitioner suggests 
that there is confusion in the district courts on a 
different question.  Pet. 20.  Specifically, Petitioner 
asserts that there is a conflict in the district courts’ 
interpretation of Theofel’s statement that messages 
stored exclusively on a remote server “are not stored 
for backup purposes.”  359 F.3d at 1077.  There is no 
such split.  Two cases that Petitioner cites follow this 
language from Theofel to the letter, and hold that 
opened emails left only on web-based services are not 
“in electronic storage.”  See Weaver, 636 F. Supp. 2d 
at 773; Crispin v. Christian Audigier, Inc., 717 F. 
Supp. 2d 965, 987 (C.D. Cal. 2010).  The third case, 
Bailey v. Bailey, 2008 WL 324156 (E.D. Mich. Feb. 6, 
2008), did not cite or quote, much less discuss, the 
statement from Theofel.  See id. at *5-6.  The asserted 
split on this alternative question also is illusory. 

C. The Disagreement Between the 
Department of Justice and Theofel 
on the Question Presented Is 
Immaterial Here and Does Not 
Justify Certiorari 

That the Department of Justice has “weighed in” 
on the meaning of Section 2510(17) in its manual on 
computer searches (Pet. 21) cannot create a review-
worthy split where none exists.  The Manual is an 
internal guideline, not a judicial opinion.  It merely 
confirms that the tension in the caselaw, such as it 
exists, is between Theofel and district court cases that 
have followed the Department’s “traditional 
interpretation” that a previously opened email is not 
in “electronic storage.”  See Computer Crime & 
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Intellectual Prop. Div., U.S. Dep’t of Justice, 
Searching and Seizing Computers and Obtaining 
Electronic Evidence in Criminal Investigations 125 
(3d ed. 2009).  Moreover, the Manual does not 
discuss, much less disagree with, Theofel’s conclusion 
that a user’s sole storage of email through a “remote 
computing service” is not storage “for backup 
purposes.”  359 F.3d at 1077.  That issue ultimately is 
at the heart of this case, and does not involve a clear 
split between Theofel and a majority of the South 
Carolina Supreme Court.  See supra pp. 9-14. 

In any event, the general guidance offered in the 
Manual weighs against, and not for, this Court’s 
review.  Assuming prosecutors “outside the Ninth 
Circuit” follow the Manual’s directive to “continue to 
apply the traditional interpretation of ‘electronic 
storage’” as applying to storage of unopened email 
(Manual, at 125), the related investigations and 
prosecutions are likely to create opportunities for 
other courts to address the question presented.  And 
the presence of Department of Justice guidance on 
this undeveloped tension in the courts itself suggests 
that the “headache for law enforcement” (Pet. 25) is 
sufficiently manageable that the issue should be 
permitted to develop further at the Circuit level. 

II. This Case Presents a Poor Vehicle for 
Dealing with the Various Interests 
Petitioner Claims to be Compelling  

A. Any Tension Between the Opinions 
Below and Theofel is Academic and 
Not Fully Developed 

Even if there were a clear conflict between a 
majority of the South Carolina Supreme Court and 
the Ninth Circuit—and there is not—this case is a 
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poor vehicle for sorting out the differences among 
their constructions of the SCA.  

As noted, Petitioner has not shown that the 
differences in the way the Justices below and Theofel 
construe Section 2510(17)(B) would affect the 
outcome in this case.  Had a majority of the South 
Carolina Supreme Court adopted Theofel wholesale, 
there is a strong likelihood that the court still would 
have held that Petitioner’s emails were not “in 
electronic storage” because a remote server was “the 
only place [he] store[d] his messages.”  359 F.3d at 
1077.  That makes the debate hypothetical.  “[T]his 
Court does not sit to satisfy a scholarly interest in” 
legal issues.  Rice v. Sioux City Cemetery, 349 U.S. 70, 
74 (1955).   

The decisions below also do not grapple with, 
much less resolve, a critical aspect of Theofel that the 
Petition does not address:  whether the lifespan of the 
“underlying emails” had expired.  In explaining its 
construction of subsection (B), the Theofel Court 
stressed that “the lifespan of a backup [protected by 
subsection (B)] is necessarily tied to that of the 
underlying message.”  359 F.3d at 1076.  The Court 
cautioned that “[w]here the underlying message has 
expired in the normal course, any copy is no longer 
performing any backup function.”  Id. (emphasis 
added).  

This “expir[ation]” limitation qualifies the 
categorical protection for emails stored on remote 
servers under the Theofel test.  “The Ninth Circuit 
held that once a user receives an email, any version 
on the ISP’s server is a copy that is being stored for 
backup until the user’s version ‘expire[s] in the 
normal course.’”  Weaver, 636 F. Supp. 2d at 773 
(citing Theofel, 359 F.3d at 1077); see also In re 
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United States, 665 F. Supp. 2d 1210, 1214 n.1 (D. Or. 
2009) (reading Theofel to treat emails as being in 
electronic storage “until the ‘underlying message has 
expired in the normal course’”) (citing 359 F.3d at 
1076).  

None of the appellate opinions below (three in the 
South Carolina Supreme Court and the opinion of the 
South Carolina Court of Appeals) addressed this 
aspect of Theofel’s test.  None examined whether 
there were “underlying emails” for the emails stored 
on Jennings’ Yahoo! account that had “expired in the 
ordinary course.”  Without any lower-court analysis 
or factual development of this issue, there would be 
no basis for finding (even assuming Petitoner’s emails 
otherwise were “backup” emails under subsection (B)) 
that the result here would have been any different 
under Theofel.  The Ninth Circuit offered no guidance 
as to what it meant by “expir[ing] in the normal 
course”, and subsequent cases have not explored this 
aspect of the Theofel test.  In this respect, the 
question presented and the implications of the case 
Petitioner features have not “been fully ventilated by 
the courts below” (Pet 21).   

Nor is this an issue that should be considered for 
the first time by this Court.  A leading commentator 
has characterized Theofel’s lifespan test as “fact-
sensitive,” requiring a court to determine the 
“lifespan” of an email and according it ECS protection 
only “until both the user and the [internet service 
provider] no longer need the e-mail message.”  Kerr, 
supra, at 1217, n.61.  That makes the test 
particularly ill-suited to review without the benefit of 
a lower court opinion. 

If resolving the asserted tension between Theofel 
and other district court decisions is “vitally 
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important” (Pet. 23), then prudence weighs in favor of 
awaiting a case that fully explores the limiting 
principles set forth by the Ninth Circuit and 
competing approaches.  This is not that case.     

B. A Private Dispute is a Poor Vehicle 
for Addressing the Meaning of the 
Act in the Context of Law 
Enforcement Actions  

Petitioner maintains that there is great practical 
urgency for the Court to take this case, in order to 
provide guidance to law enforcement officers in 
complying with the SCA.  Yet the Petition itself notes 
that the “most important function of the definition of 
‘electronic storage’ is to delimit the scope of the 
[SCA’s] warrant requirement.”  Pet. 21.  If that is so, 
then the Court should address the question presented 
in a case arising from a criminal investigation or 
prosecution in which that requirement is fully tested. 

1.  This is a case between two private individuals, 
brought under the narrow private right of action 
under the SCA.  It therefore cannot, and does not, 
raise the range of SCA issues facing law enforcement 
officers seeking “to obtain e-mails as part of a 
criminal or civil investigation” (Pet. 3-4).   

Even if the Court used this case to explore the 
circumstances in which an opened email is “in 
electronic storage” with an ECS or in storage with an 
RCS, it could give only incomplete or indirect 
guidance on other issues regarding access to email 
information.  There would be no occasion, for 
example, for the Court to address any issues relating 
to the 180-day limitation on protections for unopened 
emails, since that restriction is inapplicable to 
private claims, see 18 U.S.C. § 2703(a), and the record 
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here in any event is silent as to how long the emails 
Broome accessed had been on Yahoo!’s servers.  Nor 
would the Court have occasion to decide when law 
enforcement officers must comply with the procedural 
requirements of prior notice to a subscriber of access 
to electronic records, id. § 2703(b)(1)(B), and when 
they can dispense with such notice, id. § 2705.  

More importantly, this case would not provide the 
Court with the factual development or procedural 
context necessary to explore fully how the SCA’s 
restrictions and tools ought to apply when “federal or 
state investigators seek to compel e-mail providers to 
turn over the contents of user messages” (Pet. 14).  
There has been no record developed regarding the 
ease or difficulty of law enforcement compliance with 
SCA requirements, the types of information provided 
in response to a request for information, and whether 
any other statutes or Fourth Amendment arguments 
apply to law enforcement requests.  Petitioner’s 
service provider, Yahoo!, is not a party to this case.  
And neither that company nor any of the other 
“companies that provide e-mail services” that 
Petitioner says have a strong interest in the question 
presented (Pet. 24) have filed a brief as amicus curiae 
in this case. 

If this Court is to examine the procedural 
requirements that law enforcement must follow in 
seeking e-mails, it should grant certiorari in a case 
involving an actual law enforcement investigation.  A 
criminal case in which the government subpoenaed 
opened emails could address the practical 
considerations bearing on the government’s ability to 
obtain a warrant.  See Pet. 21.  For example, such a 
case could shed light on whether, as Petitioner 
argues, “[it] would be difficult, if not impossible,” for 
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the government to learn “how an e-mail user reads 
her e-mails”—viz., whether she uses “Outlook or 
Lotus Notes.”  Cf. id. at 29.  And to the extent the 
case involved a motion to compel opened email 
contents or a motion to quash by a service provider, it 
would give this Court a fuller and more detailed 
record on how web-based email providers like Yahoo! 
and Gmail operate.  That in turn would help this 
Court choose among the different tests for “electronic 
storage” catalogued in the Petition.   

Petitioner’s main rejoinder is that the  question 
presented is not litigated enough in criminal cases to 
justify waiting.  See Pet. 21.  But there are currently 
active cases arising from law enforcement 
investigations that have not yet led to final decisions.  
For example, Lopez v. Pena, No. 12-cv-165-J (N.D. 
Tex. filed Aug. 7, 2012), is  percolating through the 
district court at present.  It is a civil suit arising from 
allegations of improper law enforcement access to 
email.   

Nor does the absence of a suppression remedy for 
SCA violations foreclose litigation over government 
access to emails in criminal cases.  Where the 
government seeks to obtain emails through means 
that conflict with service provider policies or legal 
positions, the service provider may oppose the 
government’s efforts.  This is illustrated not only by 
Weaver, where Microsoft objected to the breadth of 
the subpoena, see 636 F. Supp. 2d at 772, but also by 
cases that did not result in a decision.  In In re 
Application of the United States of America for an 
Order Pursuant to 18 U.S.C. § 2703(d), Misc. No. 09-
Y-080 CBS (henceforth “In re Application”) (D. Colo. 
filed Dec. 2, 2009), the United States sought to obtain 
emails from Yahoo! in connection with its 
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investigation of a third party.  Yahoo! complied only 
in part with the government’s request, citing the SCA 
as its justification for not providing the content of 
previously accessed, viewed, or downloaded emails 
stored for less than 181 days.  See Gov’t Mot. to 
Compel Compliance with 2703(d) Order, at 2-3 
(March 4, 2010).2  The United States moved to compel 
compliance, see ibid., and Yahoo! opposed the motion, 
see Yahoo!’s Resp. to the United States’ Mot. to 
Compel Compliance with this Court’s 2703(d) Order 
(April 13, 2010).   

Yahoo! argued that the Fourth Amendment 
additionally required the government to obtain a 
search warrant before acquiring some or all emails 
stored by users.  See id. at 8-32.  Ten organizations, 
including Google, filed a joint amicus brief supporting 
Yahoo!’s SCA and Fourth Amendment theories.  
While the government ultimately withdrew its 
motion to compel, the willingness of Yahoo! and other 
service providers to refuse to comply with subpoenas 
and to litigate their interpretation of the SCA 
indicates that criminal prosecutions will produce 
better vehicles in the fullness of time.  That the 
question presented “arises hundreds of times every 
day in the law enforcement context” (Pet. 14) only 
confirms that it will generate more federal decisions.   

A criminal prosecution like the one in Weaver and 
In re Application would furnish an ideal opportunity 
to review law enforcement activity.  Such a case 
would likely involve the key stakeholders—the 

                                                 
2  The In re Application briefs are available at 
https://www.eff.org/cases/re-application-united-states-america-
order. 
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government, service providers, and customers—as 
parties.  And because they would have a concrete 
interest in the outcome, the parties are likely to 
litigate the issues in a vigorous and comprehensive 
way.   

2.  Petitioner cites the number of requests for 
“user data” from law enforcement received by Google, 
a private company, as some suggestion of the 
importance of this case.  Pet. 22.  But the sources 
cited by Petitioner do not specify whether these 
requests are made pursuant to the procedures set 
forth in the SCA or through other means (including 
simple voluntary cooperation), let alone whether any 
particular holding in this case would affect such 
requests.  It is possible that this Court’s resolution of 
the question presented would affect relatively few of 
those requests.   

Under the SCA, Google and other service 
providers are required to provide data to law 
enforcement about the identities of their users—
including a user’s name, address, connection records 
and payment information—upon receipt of an 
administrative subpoena.  See 18 U.S.C. §  2703(c)(2).   
This obligation is established by a separate provision 
that is equally applicable to providers of ECS and 
providers of RCS.  Ibid.  Accordingly, law 
enforcement access to such forms of user data does 
not require determining whether Google is serving as 
an ECS or RCS with respect to any particular email 
message, and it is undisputed that Google is a 
provider of one or both services.  Any holding in this 
case could not affect such requests.   
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III. Concerns Regarding the Privacy of Email 
Users are Addressed by Other Statutes 

Petitioner is wrong in suggesting that the SCA is 
the only source of privacy protection for users of 
online services.  See Pet. 3 (“The privacy these users 
have is governed by the Stored Communications 
Act.”)  In fact, other statutes—such as the Computer 
Fraud and Abuse Act (“CFAA”), 18 U.S.C. § 1030—
provide broader protections through both criminal 
and civil rights of action.   

The CFAA creates a private right of action against 
anyone who “intentionally accesses a computer 
without authorization or exceeds authorized access, 
and thereby obtains ... information from any 
protected computer,” defining a “protected computer” 
to include “a computer … which is used in or affecting 
interstate or foreign commerce or communication.”  
18 U.S.C. § 1030(a)(2), (e)(2).  Several courts have 
held that a computer used to transfer information 
over state lines via the internet is a “protected 
computer,” e.g.,  Multiven, Inc. v. Cisco Sys., Inc., 725 
F. Supp. 2d 887, 891 (N.D. Cal. 2010), and that an 
action will lie under the statute for hacking into an 
email network, ibid. There is nothing to suggest that 
a person whose web-based email account was hacked, 
and who suffered the requisite financial loss ($5,000 
in a one-year period) could not assert a CFAA claim.  
See Mintz v. Mark Bartelstein & Assocs. Inc.,     F.  
Supp. 2d    , 2012 WL 5391779, at *6 (C.D. Cal. Nov. 
1, 2012) (parties did not dispute that Defendants 
violated the CFAA “by hacking into Plaintiff’s Gmail 
account,” but plaintiff failed to allege sufficient 
damages).  That statute also establishes criminal 
penalties for such conduct.  18 U.S.C. § 1030(c). 
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The potential availability of a private CFAA 
remedy to plaintiffs whose web-based email accounts 
are hacked demonstrates that the SCA is not an 
exclusive source of privacy protection for email users.  
Cf. Pet. 25.  Indeed, given the broader reach of the 
CFAA’s access protections, that statute is an equally 
“critical source of the ‘right of the people to be secure’ 
in these [electronic] domains’” (ibid).  By contrast, 
 Congress did not draft the SCA to provide 
comprehensive private rights of action for all 
unauthorized access to electronic data; the private 
right of action under the SCA exists only for 
unauthorized access to messages “in electronic 
storage” with an “electronic communications service.”  

IV. The Decision Below Is Correct 

Each of the opinions below arrives at the correct 
result.  Regardless of which construction is correct, 
Petitioner’s emails are not emails stored “for 
purposes of backup protection” under subsection (B), 
because he maintained only a single copy on Yahoo!’s 
remote server.  In any event, Petitioner’s reliance on 
the Ninth Circuit’s Theofel construction is misplaced.  

1.  Petitioner contrasts Theofel’s interpretation of 
subsection (B) with Chief Justice Toal’s opinion, 
which endorses the traditional interpretation 
followed by the Department of Justice and several 
lower courts.  But as noted above, Petitioner’s emails 
would be unprotected under the Theofel test as well, 
for his Yahoo! account was “the only place [he] 
store[d] his messages.”  359 F.3d at 1077.  That is the 
upshot of Justice Hearn’s opinion. 

Petitioner counters that this interpretation “leads 
to absurd and unworkable results,” and that 
subsection (B) protection should not “hinge on the use 
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of a program such as Outlook.”  Pet. 28.  But as 
Justice Hearn explained, this approach is not 
predicated on downloading; it turns instead on the 
existence vel non of “another copy of them in any 
other location,” such that the remote copy serves 
“backup purposes.”  Pet. App. 7a (emphasis added).  
And while Theofel itself involved downloaded copies, 
its similar focus on “provid[ing] a second copy” 
implies that a first copy must exist.  359 F.3d at 1075.  
In arguing that it is enough to have a single email 
copy stored on a web-based server, Petitioner ignores 
subsection (B)’s plain language even as he purports to 
defend it.  Pet. 28-29.  An email does not further “the 
purpose of backup protection” if no other copy is 
made.  

2.  Even if it matters, Petitioner’s criticism of 
Chief Justice Toal’s approach, and his related defense 
of Theofel, are unavailing.   

It was reasonable for Chief Justice Toal to read 
subsection (B), together with subsection (A), to cover 
only a service provider’s backup copies of 
transmissions of unopened emails.  This construction 
gives effect to the two textual links between 
subsections (A) and (B):  the conjunctive “and” and 
subsection (B)’s phrase “such communications,” which 
refers back to subsection (A).  It also reflects the 
government’s concerns, at the time of the SCA’s 
adoption, with copies “[r]etained by the [e]lectronic 
[m]ail [c]ompany for [a]dministrative [p]urposes.”  
Office of Tech. Assessment, Federal Gov’t 
Information Technology:  Electronic Surveillance and 
Civil Liberties 50 (1985); accord Kerr, supra, at 1217 
n.61.  

Petitioner, citing Theofel, maintains that “such 
communication” refers not to “the type of storage 
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defined in subsection (A),” but to “wire or electronic 
communication.”  Pet. 27 (quoting 359 F.3d at 1076).  
But that approach strips the words “such 
communication” of its surrounding context.  The 
subject of subsection (A) is “wire communication[s]” 
in “electronic transmission,” and not generally.  Read 
together, subsections (A) and (B) provide, 
respectively, “intermediate” and “backup” storage for 
the same thing:  emails or other electronic 
communications in “electronic transmission.”  

3.  Because the construction urged by Petitioner is 
not reasonable, the canon of constitutional avoidance 
cannot save it.  The canon “comes into play only 
when, after the application of ordinary textual 
analysis, the statute is found to be susceptible of 
more than one construction.”  Clark v. Martinez, 543 
U.S. 371, 385 (2005).  
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CONCLUSION 

The Petition for Certiorari should be denied. 
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